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Abstract

Distributed spectrum sensing (DSS) enables a Cognitive Radio (CR) network to reliably detect

licensed users and avoid causing interference to licensed communications. The data fusion technique

is a key component of DSS. We discuss the Byzantine failure problem in the context of data fusion,

which may be caused by either malfunctioning sensing terminals or Spectrum Sensing Data Falsification

(SSDF) attacks. In either case, incorrect spectrum sensing data is reported to a data collector which can

lead to the distortion of data fusion outputs. We investigate various data fusion techniques, focusing

on their robustness against Byzantine failures. In contrast to existing data fusion techniques that use

a fixed number of samples, we propose a new technique that uses a variable number of samples. The

proposed technique, which we call Weighted Sequential Probability Ratio Test (WSPRT), introduces

a reputation-based mechanism to the Sequential Probability Ratio Test (SPRT). We evaluate WSPRT

by comparing it with a variety of data fusion techniques under various conditions. We also discuss

practical issues that need to be considered when applying the fusion techniques to CR networks. Our

simulation results indicate that WSPRT is the most robust against Byzantine failures among the data

fusion techniques that were considered.
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I. INTRODUCTION

To meet the ever increasing demands on spectrum caused by emerging wireless applica-

tions, regulators, researchers, and industry experts have been studying a new spectrum access

paradigm that allows unlicensed radios to operate in licensed spectrum, provided that they do

not cause harmful interference to incumbent services. For example, the Federal Communication

Commission (FCC) has been considering the idea of opening up the TV broadcast bands to

unlicensed operations. Studies have shown that the TV bands are underutilized [7]. In this new

spectrum access paradigm, the unlicensed users (referred to as secondaries hereafter) identify

fallow licensed spectrum and opportunistically utilize that spectrum in a dynamic manner while

not causing interference to licensed users (referred to as incumbents hereafter). The coexistence

of the incumbents and the secondaries in the same bands increases the efficiency of spectrum

utilization. This method of spectrum access sharing is often called opportunistic spectrum sharing.

The Cognitive Radio (CR) [11], [20] is seen as one of the enabling technologies for dynamic

spectrum access (DSA). A CR should be able to scan through spectrum bands and find vacant

bands to operate in. To avoid interfering with incumbents, a CR needs to carry out accurate

spectrum sensing. During spectrum sensing, if a secondary detects no incumbents, the secondary

can access the spectrum resource. If there are other secondaries existing in the band of interest,

coexisting secondaries need to coordinate with each other to share the resource.

In September 2010, FCC decided to eliminate the requirement that TV bands devices (TVBD)

that incorporate geo-location and database access must also include spectrum sensing technology.

Nonetheless, FCC is encouraging the continued research and development of spectrum sensing

technologies, because they can improve spectrum efficiency in the TV spectrum and will be a

useful tool for providing opportunistic spectrum access in other spectrum bands [8]. Although

the FCC weakened the spectrum sensing requirement for most TVBDs, spectrum sensing and

fusion techniques are still needed in various coexistence scenarios. For example, the fourth class

of FCC-defined TVBDs, called sensing only devices, are required to carry out spectrum sensing

to detect primary users. In addition to primary user detection, spectrum sensing and the proposed

data fusion technique has other potential applications. One potential application is in detecting

coexisting devices in secondary coexistence scenarios where heterogeneous secondary devices

coexist in the same band. There are many examples of secondary coexistence where sensing and
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data fusion may be needed—e.g., 802.22 devices coexisting with 802.11af devices and ECMA-

392 devices coexisting with 802.15.4m devices. In prior work, various sensing-based techniques

have been proposed for the coexistence of ISM band devices—e.g., coexistence of WiFi and

ZigBee devices [13].

A secondary network is composed of CRs, each capable of performing spectrum sensing. The

ability to carry out reliable spectrum sensing is one of the key functionalities of CRs that enable

opportunistic spectrum sharing. Recent studies [1], [15], [22], [23], [27], [28], [31] suggest that

reliable spectrum sensing require multiple CRs to cooperate and carry out spectrum sensing in a

distributed fashion. In this approach, each secondary executes spectrum sensing on its own and

sends the “local” spectrum sensing report to a data collector, which then uses an appropriate

data fusion technique to make a final spectrum sensing decision. This cooperative approach is

also known as Distributed Spectrum Sensing (DSS).

Two broad categories of data fusion frameworks have been proposed for DSS in the litera-

ture [9], [10], namely hard-decision combining and soft-decision combining schemes.

• In a hard-decision combining scheme, each sensor node makes a binary (one-bit) decision,

based on its local observation, on whether incumbent signals are present in the channel(s)

of interest. The data collector combines these local decisions (sent by the sensor nodes in

the form of a spectrum sensing report) to reach a global decision.

• In a soft-decision combining scheme, the spectrum sensing report generated by each sensor

node contains the local spectrum measurement (e.g., energy level in a given channel). The

data collector makes a final decision using the local measurements [29].

It has been argued that soft-decision combining clearly outperforms hard-decision combining in

terms of probability of false alarms [31]. This is true when spectrum sensing nodes (i.e., CRs) are

assumed to be tightly synchronized so that they can collectively reduce the probability of false

alarms [21]. However, without such tight synchronization, it has been shown that hard-decision

combining performs almost as well as soft-decision combining [21]. Moreover, hard-decision

combining incurs much less communication overhead compared to soft-decision combining.

Thus, soft-decision combining cannot be used in CR applications that have a low communication

bandwidth between a CR and the fusion center.

In the context of DSS, the Byzantine failure problem can be caused by malfunctioning

sensing terminals or spectrum sensing data falsification (SSDF) attacks. A malfunctioning sensing
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terminal is unable to conduct reliable local spectrum sensing and sends incorrect sensing reports

to the data collector. In an SSDF attack, a malicious sensing terminal intentionally sends falsified

local spectrum sensing reports to the data collector in an attempt to cause the data collector

to make incorrect spectrum sensing decisions. In either case, Byzantine failures can lead to

interference to incumbents and/or under-utilization of fallow licensed spectrum.

To mitigate the problem of Byzantine failures, secure collaborative spectrum sensing schemes

have been proposed. For example, in [32], the authors propose a scheme in which suspicious

spectrum sensing reports are discarded in the final decision-making process. In this approach,

the suspicion level of a sensor node is estimated based on the past history of its sensing reports’

accuracy. Min et al. [19] proposed a secure DSS scheme that considers physical-layer signal

propagation characteristics. In this scheme, the data collector identifies sensing nodes with

Byzantine failures by analyzing shadow fading correlation information in received signal strength

(RSS) measurements reported by the sensing nodes. Note that the aforementioned schemes

mitigate Byzantine failures in soft-decision combining DSS and do not work for hard-decision

combining DSS.

In this paper, we propose a secure DSS scheme that mitigates the effects of Byzantine failures

in the hard-decision combining framework. We discuss several existing data fusion techniques and

propose a new technique that improves the robustness against Byzantine failures. The proposed

data fusion technique is compared with existing techniques, taking into account various network

conditions, such as attack type and strength, incumbent signal strength, and network node density.

The contribution of this paper is threefold:

1) This paper systematically analyzes and quantitatively compares existing fusion techniques.

In fusion techniques that use likelihood ratio tests, such as Bayesian detection and Neyman-

Pearson test, a priori probability values play a key role. Existing literature on this topic [17]

assumes that such probability values are available as empirical data. However, such empir-

ical data may not be available or not accurate when secondaries are mobile. We propose a

practical way to calculate the probabilities. The calculation method is independent of the

empirical data and also independent of the secondaries’ mobility.

2) To overcome the weakness of existing fusion techniques, we propose a new fusion tech-

nique in which the data collector accepts variable number of local sensing reports. This

technique is derived from Sequential Probability Ratio Test (SPRT) and introduces a
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reputation-based mechanism for data fusion. The new technique is called Weighted SPRT

(WSPRT). Simulation results show that WSPRT enables one to make a tradeoff between

data collection overhead and robustness of data fusion. Specifically, WSPRT improves the

robustness of data fusion against attacks at the cost of requiring an increased number of

local sensing reports.

Note that this paper focuses exclusively on a defense against the SSDF attack in the context of

DSS, and the identification of other attacks and countermeasures thereof are outside the scope

of this paper. We do not claim that the WSPRT technique can be broadly used to counter other

forms of attack in the context of DSS. Nonetheless, it can be used in combination with other

countermeasures to increase the trustworthiness of DSS.

This paper is organized as follows. Section II introduces background information about DSS

and existing data fusion techniques. Section III discusses Byzantine failures in data fusion and

describes WSPRT together with the method to calculate a priori probabilities. In Section IV,

simulation methods and results are presented. Practical considerations regarding the application

of various fusion techniques are discussed in Section V. Finally, we summarize our work in

Section VI.

II. TECHNICAL BACKGROUND

A. Distributed Spectrum Sensing (DSS)

Carrying out reliable spectrum sensing is a challenging task for a CR. In a wireless channel,

signal fading can cause received signal strength to be significantly lower than what is predicted

by path loss models. The effect of fading can result in the “hidden node problem.” The hidden

node problem in the context of CR networks can be described as an instance in which a secondary

in a CR network is within the protection region1 of an operating incumbent but fail to detect the

existence of the incumbent. Besides the hidden node problem, it is also possible for a secondary to

falsely detect an incumbent because of noise or interference in the wireless environment. Recent

research results indicate that these problems can be addressed by requiring multiple secondaries

to cooperate with each other in spectrum sensing—i.e., DSS. An illustration of DSS is shown in

1An incumbent’s protection region is defined as the area in which secondaries cannot operate while the incumbent is

transmitting so that no interference to the incumbent will be introduced.
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Fig. 1. Illustration of DSS and SSDF attacks.

Fig. 1. In DSS, each secondary acts as a sensing terminal that conducts local spectrum sensing.

The local results are reported to a data collector (or “fusion center”) that executes data fusion and

determines the final spectrum sensing result. The application of DSS requires that the distance

between any two sensing terminals is small relative to their distances from a primary transmitter

(typically a TV transmitter). In an ad hoc CR network, this means that when a node needs to

conduct spectrum sensing, it becomes a data collector and collects local sensing reports from

neighboring nodes. The data are exchanged in a control channel. The control channel can be

either a common control channel shared by all users (such as in the MAC protocol for CR

networks proposed in [18]) or a “local” group control channel that is used only by neighboring

nodes for communications (such as in the MAC protocol for CR networks proposed in [33]).

B. Communication Overhead of DSS

We use the number of bits in a local sensing report to quantify the communication overhead

of distributed spectrum sensing schemes. In both hard and soft decision combining schemes,

each local sensor has to periodically deliver a sensing report to the data fusion center. Suppose

that a sensor node transmits its sensing reports periodically and that the time duration between

transmissions is Ts seconds. Let ch and cs denote the number of bits in a local sensing report

under the hard and soft decision combining schemes, respectively.

In the hard decision combining, the local sensing report of sensor i is a binary decision which

consists of only a single bit, and thus ch = 1. That is, the communication overhead of a sensing

report is only one bit for every Ts seconds.
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In soft decision combining, the local sensing report of sensor i is the local spectrum measure-

ment (e.g., the observed RSSI of primary user signals). In IEEE 802.22, the RSSI measurement

results are stored in a one-dimensional array of up to M instantaneous measurement results of

a channel. Each result is 8-bits long and M can be as large as 255 [14]. In this case, cs = 8M ,

and the communication overhead of soft decision combining is 8M times that of hard decision

combining (assuming RSSI measurements are used in the soft decision combining scheme).

There are other factors that affect the communication overhead of a distributed spectrum

sensing scheme, such as the number of sensors in the network, the period of sensing report

transmissions, etc.

C. Existing Data Fusion Techniques

As is shown in Fig. 1, a key component in DSS is the data collector. The data collector needs

to employ an appropriate fusion technique to make an accurate spectrum sensing decision. In

this subsection, we describe three data fusion techniques that were proposed for DSS recently.

To facilitate our discussion, we model the DSS process as a parallel fusion network, as shown

in Fig. 2. In this figure, N0 is a data collector, Ni (i = 0, 1, 2, . . . ,m, where m is the number of

N0’s neighboring sensing terminals) denotes one of N0’s sensing terminals (N0 is both a data

collector and a sensing terminal), yi represents the incumbent signal received at Ni, and ui is

the local spectrum sensing report that Ni sends to N0. The output u is the final sensing decision,

which is a binary variable—a “one” denotes the presence of an incumbent signal, and a “zero”

denotes its absence. The data fusion problem therefore can be regarded as a binary hypothesis

testing problem with two hypotheses represented by H0 and H1. Correspondingly, each ui is

also binary. To simplify the discussions, the following discussion assumes that spectrum sensing

is carried out in a single spectrum band.

• Decision fusion [22], [31] requires the data collector to sum up all ui’s. A threshold value

that is no less than one and no greater than m+1 needs to be specified. If the sum of ui’s

is greater than or equal to the threshold, then the final sensing decision is “occupied”, i.e.,

u = 1 and H1 is accepted; otherwise the band is determined to be “fallow”, i.e., u = 0 and

H0 is accepted. Depending on the value of the threshold, decision fusion can have several

variants. A threshold value of one is an “OR” fusion rule, a value of (m+1) is an “AND”

fusion rule, and a value of m+1
2

is a “Majority” fusion rule.
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Fig. 2. Modeling DSS into a parallel fusion network.

• Bayesian detection [17] requires the knowledge of a priori probabilities of ui’s when u

is zero or one, i.e., P (ui|H0) and P (ui|H1). It also requires the knowledge of a priori

probabilities of u, i.e., P0 = P [u = 0] and P1 = P [u = 1], respectively. There are four

possible cases. In two cases, the sensing decisions are correct, while in the other two cases,

the decisions are incorrect. The two incorrect decisions are referred to as miss detection

(u = 0 when the band is occupied) and false alarm (u = 1 when the band is fallow),

respectively. The two correct decisions (i.e., u = 0 when the band is fallow and u = 1 when

the band is occupied) are associated with small costs and the incorrect ones are associated

with large costs. The case of miss detection of an incumbent may result in interference

to the incumbent, and hence this case is the least desirable, and accordingly assigned the

largest cost. The overall cost is the sum of the four costs weighted by the probabilities of

the corresponding cases. Bayesian detection can be represented by the following test, which

outputs a final spectrum sensing decision that minimizes the overall cost:

m∏
i=0

P [ui|H1]

P [ui|H0]

H1

>

<

H0

P0(C10 − C00)

P1(C01 − C11)
, (1)
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where Cjk(j = 0, 1; k = 0, 1) is the cost of declaring Hj true when Hk is present.

• Neyman-Pearson test [12], [31] does not rely on the knowledge of a priori probabilities of u

nor on any cost associated with each decision case. However, it requires the knowledge of a

priori probabilities of ui’s when u is zero or one. Additionally, either a maximum acceptable

probability of false alarm or a maximum acceptable probability of miss detection needs to

be defined. Neyman-Pearson test guarantees that the other probability is minimized while

the defined probability is acceptable. Neyman-Pearson test can be represented as

m∏
i=0

P [ui|H1]

P [ui|H0]

H1

>

<

H0

λ, (2)

where λ is a threshold calculated from the defined probability of false alarm or miss

detection.

As (1) and (2) show, Bayesian Detection and Neyman-Pearson test are both essentially a fixed-

number likelihood ratio test; their only difference is the way that the threshold is chosen.

III. WEIGHTED SEQUENTIAL PROBABILITY RATIO TEST (WSPRT)

In this section, we propose an attack-resilient data fusion technique, called Weighted Sequential

Probability Ratio Test (WSPRT). In WSPRT, the data fusion center maintains a dynamic weight

for each CR sensor to quantify its reputation and the trustworthiness of its sensing report. This

approach can help identify compromised or mal-functioning sensors, and reduce the negative

impact of attacks targeting the DSS process. Note that classical data fusion techniques (e.g.,

sequential probability ratio test (SPRT)) do not consider the possible falsification of local reports.

A. Byzantine Failure in Data Fusion

The DSS approach is vulnerable to a few security threats. In particular, Byzantine failure is

a major threat to the data fusion process. The Byzantine failure could be caused by either a

malfunctioning sensing terminal or an SSDF attack. While they differ in whether intentionally

or unintentionally resulting in the failure, they are common in that an affected sensing terminal

may send false local spectrum sensing reports to a data collector, causing the data collector to
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make a wrong spectrum sensing decision. Because the two cases have the same impact on data

fusion, without loss of generality, we only focus on SSDF attacks in the rest of this paper.

The SSDF attack is illustrated in the shaded block of Fig. 1. To maintain an adequate level of

accuracy in the midst of SSDF attacks, the data fusion technique used in DSS needs to be robust

against fraudulent local spectrum sensing results reported by malicious secondaries. However,

the previously discussed fusion techniques have been inadequate to ensure the robustness of the

final sensing decision. Because minimizing interference to incumbents is of primary importance,

usually a conservative strategy is favored in decision fusion, such as setting the threshold value

to one (i.e., the OR rule). In this case, even if a band is fallow, as long as there is one Ni (see

Fig. 2) that erroneously reports ui = 1, the final result will be “occupied,” causing a false alarm.

If an SSDF attacker exploits this and always sends one as its local spectrum sensing report, then

the final decision will always be “occupied.” To avoid such a consequence, one can increase

the threshold value. However, increasing the threshold value has the downside of increasing the

miss detection probability. When an adversary launches a SSDF attack against a network using

either Bayesian detection or the Neyman-Pearson test, the a priori probabilities of ui’s when u

is zero or one get tainted and the real probability values are not known in the data fusion step.

As a result, Bayesian detection is no longer optimal in terms of minimizing the overall cost, and

Neyman-Pearson test fails to guarantee a bounded false alarm or miss detection probability.

The data fusion techniques share two common properties that contribute to their vulnerability

to SSDF attacks. First, none of these techniques can guarantee both a bounded false alarm proba-

bility and a bounded miss detection probability. In an adversarial environment, these probabilities

will get larger. Second, these techniques treat all sensing terminals indiscriminatingly, regardless

of whether a sensing terminal has a history of reporting incorrect data. When an SSDF attacker

constantly injects false data, the ideal solution would be to filter out the false data and only

accept inputs from reliable sensing terminals.

B. Weighted Sequential Probability Ratio Test (WSPRT)

Corresponding to the two common deficiencies of existing data fusion techniques as described

above, there are two methods to improve a data fusion technique’s robustness against SSDF

attacks. One method is to guarantee both a bounded false alarm probability and a bounded miss

detection probability, and the other method is to discriminate sensing terminals’ reports based
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on their reputation. In this subsection, we present the details how WSPRT realizes the ideas.

WSPRT is composed of two steps. The first step is a reputation maintenance step, and the

second step is the actual hypothesis test. In the reputation maintenance step, a sensing terminal’s

reputation ratings are allocated based on the accuracy of a sensing terminal’s sensing. The

reputation value is set to zero at the beginning; whenever its local spectrum sensing report is

consistent with the final sensing decision, its reputation is incremented by one; otherwise it is

decremented by one. Under this rule, assuming Ni’s reputation value is ri, the last sensing report

Ni sent to N0 is ui, and the final decision is u, then ri is updated according to the following

relation: ri ← ri + (−1)ui+u. Obviously, given that the probability of the final decision being

true is greater than 0.5, a sensing terminal with a more accurate local sensing report has a higher

expected reputation value than a terminal with a less accurate sensing report.

The hypothesis test step of WSPRT is based on SPRT, which is a hypothesis test for sequential

analysis and supports sampling a variable number of observations [30]. When applied to the

data fusion in DSS, SPRT has the desirable property that guarantees both a bounded false alarm

probability and a bounded miss detection probability in a non-adversarial environment. Even

if each sensing terminal has low spectrum sensing accuracy, SPRT can provide the guarantee

by collecting more local spectrum sensing reports. This is an advantage over the techniques

discussed previously.

When applying SPRT to data fusion for DSS, one needs to define the following likelihood

ratio as the decision variable:

Sn =
n∏

i=0

P [ui|H1]

P [ui|H0]
. (3)

Note that the number of samples n is a variable and can be different from m+ 1.

The fusion decision is based on the following criterion:
Sn ≥ η1 ⇒ accept H1,

Sn ≤ η0 ⇒ accept H0,

η0 < Sn < η1 ⇒ take another observation.

(4)

The values of η1 and η0 are decided by

η1 =
1− P01

P10

and η0 =
P01

1− P10

,
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where P01 and P10 are the tolerated false alarm probability and the tolerated miss detection

probability, respectively. It can be proved that SPRT minimizes the expected value of n needed

to accept either hypothesis H1 or H0 [30].

The idea of WSPRT is to modify the likelihood ratio in (3) so that the decision variable also

takes a sensing terminal’s reputation into consideration. The proposed new decision variable is

Wn =
n∏

i=0

(
P [ui|H1]

P [ui|H0]

)wi

, (5)

where wi is defined as the weight of Ni and is a function of ri:

wi = f(ri). (6)

In order for such a decision variable to be robust against SSDF attacks, f(·) should satisfy

two requirements:

1) f(·) accepts an ri with arbitrary value and outputs a wi ∈ [0, 1], and f(·) should be an

non-decreasing function of ri, i.e., wi ≥ wj if ri ≥ rj(i, j = 0, . . . ,m; i ̸= j). Also,

f(max(ri)) = 1 and lim
ri→−∞

f(ri) = 0.

2) f(·) should ensure that enough weight is allocated to a sensing terminal that has a slightly

negative reputation value. This requirement is necessary because at the beginning of a

WSPRT process, a “good” sensing terminal (i.e., a terminal sending correct sensing reports

most of the time) may send incorrect sensing reports due to randomness (e.g., caused by

temporary interference) and get a slightly negative reputation value. If the weight for such

a sensing terminal is too small, the sensing reports from malicious sensing terminals will

play more important roles in the final sensing decision. Because the final sensing decision

is the criterion to maintain sensing terminals’ reputation, a wrong sensing decision has a

cumulative effect on subsequent sensing decisions. However, if we allow the reputation

maintenance to run a few steps without significantly decreasing the weight for sensing

terminals that send wrong reports, then the sensing decisions will be less subject to short-

term randomness.

Based on the above requirements, we use the following function for f(·):

wi = f(ri) =

 0 ri ≤ −g
ri+g

max(ri)+g
ri > −g

.
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The variable g(> 0) is used to meet the second requirement. In particular, wi for a good

sensing terminal will not be zero for the first (g− 1) reputation maintenance steps. For the g-th

reputation maintenance step, P [ri ≤ −g] < 2−g. This probability is very small if g is assigned

a relatively small number. For example, when g = 5, the probability is less than 0.0375.

Using the components discussed above, we describe the proposed WSPRT data fusion tech-

nique using the following algorithm.

1: ∀i, ri = 0.

2: For each spectrum sensing attempt made by N0 {

3: i = 0, Wn = 1.

4: Get a spectrum sensing report ui from Ni.

5: Wn ←Wn ·
(

P [ui|H1]
P [ui|H0]

)f(ri)
.

6: If η0 < Wn < η1, i← (i+ 1) mod (m+ 1). Go to step 4.

7: If Wn ≥ η1, accept H1, i.e., output u = 1. Go to step 9.

8: If Wn ≤ η0, accept H0, i.e., output u = 0.

9: For each sampled ui, set ri ← ri + (−1)ui+u.

10:}

C. A New Method to Calculate A Priori Probabilities

As the above discussion shows, WSPRT requires the same knowledge of a priori probabilities

that Bayesian detection and Neyman-Pearson Test require, i.e., P (ui|H1) and P (ui|H0). Existing

research assumes that these probabilities exist as empirical data [17]. However, in practice such

data may not be available. Even if such data is available, because a priori probabilities change

with a sensing terminal’s location, empirical data would need to be re-collected every time the

sensing terminal moves to a different location. Here we propose an approach to calculate the

probabilities based on the log-normal shadowing path loss model [24]. The advantage of this

approach is that the calculation method utilizes the physical location of a sensing terminal. Thus,

when a sensing terminal moves to a different location, a priori probabilities can be immediately

calculated without waiting to collect new empirical data. The log-normal shadowing path loss

model can be represented as:

PL(d) = PL(d) +Xσ = PL(d0) + 10l log(
d

d0
) +Xσ, (7)
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where d is the transmitter-receiver distance, PL(d) is the path loss as a function of d, PL(d)

is the mean of PL(d), Xσ is a zero-mean Gaussian distributed random variable with standard

deviation σ, d0 is a close-in reference distance which is determined from measurements close

to the transmitter, and l is the path loss exponent which indicates the rate at which the path loss

increases with distance. All items in the equation are in dB.

The received power Pr = Pt − PL(d) , where Pt is the transmitted power, and both Pr and

Pt are in dB. Assuming the receiver uses an energy detector with a detection threshold γ, the a

priori probabilities under H1 can be computed as:

P (ui = 1|H1) = P (Pr > γ|H1)

= P (Xσ < Pt − PL(d)− γ)

= Q
(

γ−Pt+PL(d)
σ

) (8)

P (ui = 0|H1) = 1− P (ui = 1|H1)

= Q
(

Pt−γ−PL(d)
σ

) (9)

In the above derivations, (Pr > γ) represents the condition that an energy detector detects a

received signal, Pr is replaced with Pt − PL(d), and PL(d) is replaced with the expression

shown in equation (7).

When hypothesis H0 holds, Pr = n0, where n0 can be regarded as a Gaussian noise power

with mean n̄0 and standard deviation σn. Similarly the a priori probabilities under H0 can be

computed as:

P (ui = 1|H0) = Q
(
γ−n̄0

σn

)
(10)

P (ui = 0|H0) = Q
(
n̄0−γ
σn

)
(11)

It should be noted that the function PL(d) and the parameter n̄0 need to be re-calibrated only

when the terminal’s path loss environment changes (e.g., from rural to urban). As long as a

terminal moves within the same path loss environment, no re-calibration is needed. In contrast,

a priori probabilities derived from empirical data need to be re-calibrated every time a secondary

moves to a different location. Therefore, the proposed approach is more flexible compared to

the existing approach for networks with mobile nodes.
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Fig. 3. Simulation layout.

IV. SIMULATIONS

A. Simulation Environments

We carried out simulations to test and compare all the previously discussed data fusion

schemes. In the simulations, N secondaries are randomly located in a 2000m×2000m square

area, and they form an ad hoc CR network, each node with a transmission range of 250m. Among

the N secondaries, there are Na SSDF attackers. We consider two types of SSDF attacks: always-

false and always-free. An always-false attacker always sends sensing reports that are opposite

to its local spectrum sensing results while an always-free attacker always reports spectrum to be

fallow. Each secondary moves according to the random waypoint mobility model [2] within the

range of the network area. Each node moves with a maximum speed of 10m/s and a maximum

idle time of 120s. The incumbent, a TV tower with a duty cycle of 0.2, is located D meters

away from the center of the CR network. See Fig. 3 for the simulation network model.

The PL(d) in (7) employs the HATA model [24], which has been suggested by the 802.22

working group as the path loss model for a typical CR network environment [6]. The HATA

model has different versions for urban and rural environments. We used the one for rural

environments since the real implementation of CR networks is likely to first occur in rural

areas where licensed spectrum is less utilized. The model is given by

PL(d) = 27.77 + 9.39 log fc − 4.78(log fc)
2

−13.82 log hte − (1.1 log fc − 0.7)hre

+(44.9− 6.55 log hte) log d

(12)
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where fc is the signal frequency, hte is the effective transmitter antenna height in meters, and

hre is the effective receiver antenna height in meters, and d is the transmitter-receiver distance

in kilometers. All items in (12) are in dB. In our simulation, we assume that the incumbent

works at the UHF frequency of 617MHz, hte = 100m, and hre = 1m, respectively. At the

transmitter/incumbent side, the effective isotropic radiated power (EIRP) is assumed to be 100kW.

At the receiver/secondary side, a simple energy detector is assumed. Each receiver has a typical

sensitivity of -94dbm, which is the minimum power for a signal to be detected. For the noise

power, the typical value of n̄0 in the considered band frequency -106dBm is used. For the

deviation part of the log-normal shadowing path loss model and noise, we adopted σ = σn =

11.8, whose values were reported in [26]. A secondary acts as both a sensing terminal and a

data collector. DSS at each secondary is periodically repeated at an interval of 30s, and each

simulation lasts for two hours.

We simulated and compared eight different data fusion techniques. For decision fusion tech-

niques, the three variants of AND, OR, and Majority rules are simulated. For Bayesian detection

and Neyman-Pearson test, since they both boil down to a fixed-number likelihood ratio test

(LRT) with different thresholds, we simulate the two techniques together under the name of

“LRT” and use three different thresholds for them. The first threshold is calculated from the

right hand side of (1) by assuming the perfect knowledge of P0 and P1, i.e., P0 = 0.8 and

P1 = 0.2. The costs are assigned as: C00 = C11 = 0, C10 = 1, and C01 = 10, which were also

the cost assignments used in [17]. With these values, the first threshold can be calculated as

λ1 = 0.4. Because the accurate knowledge on P0 or P1 may not be available in practice, we

simulated two other thresholds λ2 = 4λ1 λ3 = λ1/4. Another two simulated fusion techniques

are SPRT and WSPRT. The parameters in these two fusion techniques used in the simulation are

P01 = 10−5, P10 = 10−6, and gi = 5. The selection of the first two parameters aims to guarantee

small false alarm and miss detection probabilities and the selection of gi has been discussed in

Subsection III-B.

B. Simulation Results

1) Objectives: We are interested in three metrics: miss detection ratio, correct sensing ratio,

and number of samples. The first metric has been discussed before. The correct sensing ratio is

the number of correct final sensing decisions divided by the number of total sensing decisions.
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Fig. 4. The performance of eight fusion techniques with different number of always-false SSDF attackers: (a) miss detection

ratio, (b) correct sensing ratio, and (c) number of samples.

Because these two metrics and the false alarm ratio add up to one, we can also derive the

false alarm ratio from these two metrics. The number of samples refers to the average number

of samples a secondary needs to collect from each neighbor to make a final decision, and it

measures the overhead of a particular data fusion technique. For decision fusion and fixed-

number likelihood ratio test, the number of samples is always one. Only for SPRT and WSPRT

the number of samples changes. Therefore, we study this metric only for SPRT and WSPRT.

2) Impact of Varying Attack Strength: In this set of simulations, we fix N = 500 and

D = 3000, while changing attack types and varying Na from 0 to 100 at an interval of

five. Figs. 4 and 5 show the simulation results when we consider always-false and always-

free attacks, respectively. In all cases, the decision fusion with an “OR” rule and an “AND”

rule are not favorable, since they end up with either almost always outputting “occupied” or

almost always outputting “fallow”. For all other fusion techniques, while they all can effectively

generate accurate sensing decisions when there is no SSDF attack, their performances diverge

when SSDF attacks are introduced.

When always-false SSDF attacks are introduced, Fig. 4 shows that the correct sensing ratio for

decision fusion with a “Majority” rule, SPRT, WSPRT, and LRTs are all decreased. Among these

techniques, SPRT experiences the greatest magnitude decrease, which shows that SPRT is the

least robust against always-false SSDF attacks. We understand it as the fact that SPRT does not

consider attacks and it may collect multiple reports from malicious secondaries, which amplifies

the effect of attacks. In contrast, WSPRT is shown to be the most robust against always-false
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SSDF attacks.This shows that the weight scheme has taken effect. However, the better correct

sensing ratio comes with a cost—the number of samples has been increased to 4.5-5.5 times for

WSPRT.

In the set of simulations shown in Fig. 5, always-free SSDF attacks aim to create an illusion

for a data collector that there is no incumbent. Therefore, the consequence will be increased

miss detection ratio and decreased false alarm ratio. However, one can readily observe that the

decision fusion with a “Majority” rule is least robust against always-free SSDF attacks while

SPRT, WSPRT, and LRTs perform rather stable under the attacks. Recall that miss detection is

considered more harmful than false alarm, this can be a major drawback of decision fusion with

a “Majority” rule.

3) Impact of Varying Incumbent Signal Strength: In this set of simulations, we fix N = 500

and Na = 0 or 100, while varying D from 1000 to 6000 at an interval of 500. When Na = 100,

always-false attackers are simulated. Because the value of D decides the expected signal strength

a secondary can receive from the TV tower, the simulations can evaluate the impacts of varying

incumbent signal strength on spectrum sensing accuracy. Figs. 6(a)-6(c) show the results when

Na = 0 and Figs. 6(d)-6(f) show the results when Na = 100. From the first three subfigures

it can be seen that when there is no attacker, decision fusion with a “Majority” rule has high

miss detection ratio in weak received signal scenarios (i.e., D is large), while SPRT, WSPRT,

and LRT (λ2 = 1.6) achieve better performance.The latter three subfigures demonstrate two very

interesting phenomena. The first interesting phenomenon is that SPRT’s performance (both miss

detection ratio and correct sensing ratio) gets better when D increases from 500 to 2,500, which

is counter-intuitive. We understand it as the result of insufficient sampling—in Fig. 6(f), the

number of samples is less than one when D = 1000. Because when a secondary is close to the

incumbent transmitter, the likelihood ratio multiplied to Sn in (3) tends to be either very large

or very small, causing SPRT to accept H1 or H0 in very few steps. Therefore, if SSDF attackers

happen to contribute to some of the steps, the final sensing result will be distorted. The second

phenomenon is that when D is larger than 4,000, all schemes “fail”. This is because the CR

network becomes out of the incumbent’s transmission range.

4) Impact of Varying Node Density: In this set of simulations, we fix D = 3000 and Na = 0

or 0.1N , while varying N from 50 to 800 at an interval of 50. When Na = 0.1N , always-

false attackers are simulated. The value of N in fact decides the node density in an ad hoc CR
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Fig. 5. The performance of eight fusion techniques with different number of always-free SSDF attackers: (a) miss detection

ratio, (b) correct sensing ratio, and (c) number of samples.

network. As Fig. 7 shows, SPRT and WSPRT have highest correct sensing ratios but at the cost of

increased number of samples. It can be seen from Fig. 7(b) and Fig. 7(d) that when node density

is low, SPRT and WSPRT will automatically collect more samples to compensate. Comparing

Fig. 7(a) with Fig. 7(c), we can see that all curves move downward. However, WSPRT is least

affected, obviously benefiting from its weight scheme.

V. PRACTICAL CONSIDERATIONS

Our simulation results indicate that there is no universally optimal fusion technique. One has

to find a technique that is suitable for specific applications and meets particular requirements. In

this section, we discuss the potential factors that may impact the application of different fusion

techniques. In particular, we address several practical concerns including local spectrum sensing

techniques, different requirements for fusion techniques, and security considerations.

A. Impact of the Local Spectrum Sensing Technique

In the previous discussions, we have assumed that an energy detector is used for local spectrum

sensing. However, there are alternative spectrum sensing techniques, i.e., matched filter and

cyclostationary feature detection [4]. Different from energy detection, these two techniques are

less affected by environmental noise. For example, cyclostationary feature detection is free of

the interference caused by Gaussian noise. In this case, false alarm probabilities will be close

to zero, i.e., P (ui = 1|H0) = 0 and P (ui = 0|H0) = 1. This will cause a problem for all fusion

techniques that use a likelihood ratio test. In particular, if a sensing terminal sends ui = 1,
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Fig. 6. The performance of eight fusion techniques with different distances from the simulated network to the TV tower: (a)

miss detection ratio when there are no attackers, (b) correct sensing ratio when there are no attackers, (c) number of samples

when there are no attackers, (d) miss detection ratio when there are 100 always-false SSDF attackers, (e) correct sensing ratio

when there are 100 always-false SSDF attackers, and (f) number of samples when there are 100 always-false SSDF attackers.
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Fig. 7. The performance of eight fusion techniques with different number of nodes in the network: (a) correct sensing ratio

when there are no attackers, (b) number of samples when there are no attackers, (c) correct sensing ratio when there are 10%

always-false SSDF attackers, and (d) number of samples when there are 10% always-false SSDF attackers.

P [ui|H1]
P [ui|H0]

→ +∞, then H1 will be selected in fusion techniques Bayesian detection, Neyman-

Pearson test, SPRT, and WSPRT. On the other hand, when all ui’s are equal to zero, a fusion

decision of H0 is correct. As a result, all fusion techniques that use a likelihood ratio test, in

spite of higher complexity, generate exactly the same spectrum sensing results as decision fusion

with an “OR” rule. Therefore, when sensing terminals use spectrum sensing techniques that are

more advanced than simple energy detection, decision fusion techniques are advantageous.
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B. Impact of the Fusion Technique

All fusion techniques other than decision fusion techniques are useful when energy detectors

are used in a noisy environment. For example, previous simulation results showed that when

there are strict miss detection limitations, Bayesian detection, Neyman-Pearson test, SPRT, and

WSPRT are good candidates. And when SSDF attacks are considered, WSPRT shows the best

performance. However, these techniques pose additional requirements. These requirements need

to be thoroughly investigated before actual usage of a fusion technique. The first requirement is

the knowledge of a priori probabilities. As discussed before, existing research assumes that this

knowledge can be obtained from empirical data using on-site calibration. This can be satisfied

only when a sensing terminal is static and the empirical data is available. In Subsection III-C,

we proposed a method to calculate the a priori probabilities that can be applied to networks with

mobile nodes. Although on-site calibration is no longer required, the calculation requires the

knowledge of a few environmental parameters that need to be acquired from off-site calibration—

i.e., δ, δx, Pt, and n̄0 need to be measured for a given path loss environment. However, we

note that this is based on the assumption that the incumbent’s location is known. While this

requirement can be readily met if TV systems are considered, it can pose a problem for incumbent

networks with mobile nodes, such as Part 74 devices or cellular networks. The possibility of

multiple incumbents in a given spectrum band also complicates the issue. How to deal with

these issues are still open problems. The second requirement is the number of samples needed

for data fusion. This applies only to fusion techniques that use a variable number of samples,

including SPRT and WSPRT. As shown in Section IV, they achieve superior performance in

terms of correct sensing ratio at the cost of requiring a greater number of samples. This means

more energy consumption for spectrum sensing, more control overhead for data exchange, and

more latency in the decision making process. Therefore, SPRT and WSPRT are advantageous

only when the additional cost can be tolerated.

C. Security Considerations

SSDF attacks stem from the fact that the data collector collects spectrum sensing data from

sensing terminals and the data may be falsified. For the same reason, when there are other data

that sensing terminals need to transmit to the data collector, the possibility of falsifying data

should also be considered. As shown in Subsection III-C, for a data collector to calculate a
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priori probabilities of a sensing terminal, the knowledge about the sensing terminal’s location is

required (assuming that each secondary’s sensitivity is the same). If the location information is

provided by the sensing terminal itself, then a malicious user can set the values of a likelihood

ratio and thus arbitrarily manipulate the final sensing decision. To avoid such an attack, one

solution is to require a sensing terminal’s location to be obtained using certain secure localization

schemes, such as those discussed in [3]. A simpler solution is to use the data collector’s a priori

probabilities instead of the a priori probabilities of the sensing terminals. This solution has merit

because in an ad hoc CR network, two neighboring secondaries are expected to be relatively

close to each other. Therefore, the received signal strength of the signal transmitted from a distant

transmitter should be very similar when measured at the two secondaries. For the most part, the

resulting error from the approximation for each sensing terminal should cancel each other out

when a data collector collects reports from multiple sensing terminals. To verify this idea, we

repeated the simulation in Fig. 4, substituting each data collector’s a priori probabilities with its

sensing terminals’ a priori probabilities. We found that this has very little effect on the results.

VI. CONCLUSION

In this paper, we studied the problem of DSS in the context of ad hoc CR networks, with

a particular focus on data fusion techniques. We provided comprehensive simulation results

that compared the performance of various data fusion techniques when Byzantine failures are

considered. In data fusion techniques that are based on likelihood ratio tests, a priori probability

values play a key role. The existing approaches for calculating those values are cumbersome due

to their dependence on empirical data or their requirement of on-site calibration of environmental

parameters. In this paper, we proposed a more practical method for calculating the a priori

probabilities. We also proposed a new data fusion technique, called WSPRT, that is more robust

against Byzantine failures. WSPRT makes a favorable tradeoff between data collection overhead

and robustness of data fusion. Specifically, WSPRT improves the robustness of data fusion

(against Byzantine failures) at the cost of requiring an increased number of local sensing reports.
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