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Abstract—Distributed spectrum sensing (DSS) enables a Cog-
nitive Radio (CR) network to reliably detect licensed users and
avoid causing interference to licensed communications. The data
fusion technique is a key component of DSS. We discuss the
Byzantine failure problem in the context of data fusion, which
may be caused by either malfunctioning sensing terminals or
Spectrum Sensing Data Falsification (SSDF) attacks. In either
case, incorrect spectrum sensing data will be reported to a data
collector which can lead to the distortion of data fusion outputs.
We investigate various data fusion techniques, focusing on their
robustness against Byzantine failures. In contrast to existing
data fusion techniques that use a fixed number of samples, we
propose a new technique that uses a variable number of samples.
The proposed technique, which we call Weighted Sequential
Probability Ratio Test (WSPRT), introduces a reputation-based
mechanism to the Sequential Probability Ratio Test (SPRT).
We evaluate WSPRT by comparing it with a variety of data
fusion techniques under various network operating conditions.
Our simulation results indicate that WSPRT is the most robust
against the Byzantine failure problem among the data fusion
techniques that were considered.

Index Terms—Cognitive Radio Networks, Distributed Spec-
trum Sensing, Byzantine Failure, Spectrum Sensing Data Fal-
sification Attacks, Weighted Sequential Probability Ratio Test.

I. INTRODUCTION

The need to meet spectrum demands of emerging wireless
applications and the need to better utilize spectrum have
led the Federal Communication Commission (FCC) to revisit
the problem of spectrum management. In the conventional
spectrum management paradigm, most of the spectrum is
allocated to licensed users for exclusive use. A new paradigm
has been proposed to allow unlicensed radios to operate in
licensed spectrum, provided no harmful interference is expe-
rienced by incumbent services. For example, FCC has been
considering opening up TV bands to unlicensed operations
because abundant TV bands are severely underutilized [3].
In this new spectrum management paradigm, licensed users
(referred to as incumbents hereafter) can share their spectrum
with unlicensed users (referred to as secondaries hereafter),
thereby increasing the efficiency of spectrum utilization. This
method of sharing is often called Dynamic Spectrum Access
(DSA).

The Cognitive Radio (CR) [4], [7] is seen as the enabling
technology for DSA. A CR network composed of secondaries
can coexist with incumbents under the DSA paradigm. A CR
should be able to scan through spectrum bands and find vacant
bands to operate in. To avoid interfering with incumbents,

a CR needs to carry out accurate spectrum sensing. During
spectrum sensing, if a secondary detects no incumbents, the
secondary will access the spectrum resource. If there are other
secondaries, all secondaries should coordinate with each other
to share the resource.

In this paper, we focus on ad hoc CR networks, in which
mobile computing devices equipped with CRs interact with
each other via multi-hop wireless links. Carrying out reliable
spectrum sensing is one of the most crucial functionalities of a
CR network. Recent studies [8], [10], [12] suggest that reliable
spectrum sensing requires multiple CRs to cooperate and carry
out spectrum sensing in a distributed fashion. In this approach,
each secondary executes spectrum sensing on its own and
sends the “local” spectrum sensing report to a data collector,
which then uses an appropriate data fusion technique to make
a final spectrum sensing decision. This cooperative approach
is also known as Distributed Spectrum Sensing (DSS).

In this paper, we study the Byzantine failure problem in the
context of the data fusion process of DSS. The Byzantine fail-
ure problem can be caused by malfunctioning sensing termi-
nals or spectrum sensing data falsification (SSDF) attacks. A
malfunctioning sensing terminal is unable to conduct reliable
local spectrum sensing and may send incorrect sensing reports
to the data collector. In an SSDF attack, a malicious secondary
intentionally sends falsified local spectrum sensing reports to
the data collector in an attempt to cause the data collector
to make incorrect spectrum sensing decisions. Either case
could potentially cause interference to incumbents and result in
under-utilization of fallow licensed spectrum. We consider the
Byzantine failure problem from the perspective of data fusion
techniques. We discuss several existing data fusion techniques
and propose a new technique called Weighted Sequential
Probability Ratio Test (WSPRT) to improve robustness against
Byzantine failures. The proposed data fusion technique is
compared with existing techniques using simulations, under
varying attack type and strength.

This paper is organized as follows. Section II introduces
background information about DSS and existing data fusion
techniques. In Section III, we discuss Byzantine failures in
the context of data fusion and propose WSPRT. In Section
IV, simulation methods and results are presented. Finally, we
summarize our work in Section V.



Fig. 1. Illustration of DSS and SSDF attacks.

II. TECHNICAL BACKGROUND

A. Distributed Spectrum Sensing (DSS)
Carrying out reliable spectrum sensing is a challenging task

for a CR. In a wireless channel, signal fading can result in the
“hidden node problem.” The hidden node problem in the con-
text of CR networks can be described as an instance in which
a secondary in a CR network is within the protection region1

of an operating incumbent but fail to detect the existence of
the incumbent. Besides the hidden node problem, it is also
possible for a secondary to falsely detect an incumbent because
of noise or interference in the wireless environment. Recent re-
search results indicate that these problems can be addressed by
requiring multiple secondaries to cooperate with each other in
spectrum sensing—i.e., DSS. An illustration of DSS is shown
in Fig. 1. In DSS, each secondary acts as a sensing terminal
that conducts local spectrum sensing. The local results are
reported to a data collector (or “fusion center”) that executes
data fusion and determines the final spectrum sensing result.
The application of DSS requires that the distance between any
two sensing terminals is small relative to their distances from
a primary transmitter (e.g., a TV transmitter). In an ad hoc
CR network, this means that when a node needs to conduct
spectrum sensing, it becomes a data collector and collects local
sensing reports from neighboring nodes.

B. Existing Data Fusion Techniques
As is shown in Fig. 1, a key component in DSS is the data

collector. The data collector needs to employ an appropriate fu-
sion technique to make an accurate spectrum sensing decision.
In this subsection, we describe three data fusion techniques
that were proposed for DSS in CR networks recently. To
facilitate our discussion, we model the DSS process as a
parallel fusion network, as shown in Fig. 2. In this figure,
N0 is a data collector, Ni (i = 0, 1, 2, . . . ,m, where m is
the number of N0’s neighboring sensing terminals) denotes
one of N0’s sensing terminals (N0 is both a data collector
and a sensing terminal), yi represents the incumbent signal
received at Ni, and ui is the local spectrum sensing report that
Ni sends to N0. The output u is the final sensing decision,
which is a binary variable—a “one” denotes the presence of
an incumbent signal, and a “zero” denotes its absence. The
data fusion problem therefore can be regarded as a binary
hypothesis testing problem with two hypotheses represented
by H0 and H1. Correspondingly, each ui is also binary. To
simplify the discussions, the following discussion assumes that
spectrum sensing is carried out in a single spectrum band.

1An incumbent’s protection region is defined as the area in which sec-
ondaries cannot operate while the incumbent is transmitting so that no
interference to the incumbent will be introduced.

Fig. 2. Modeling DSS into a parallel fusion network.

• Decision fusion [8], [12] requires the data collector to
sum up all ui’s. A threshold value that is no less than
one and no greater than m + 1 needs to be specified. If
the sum of ui’s is greater than or equal to the threshold,
then the final sensing decision is “occupied”, i.e., u = 1
and H1 is accepted; otherwise the band is determined to
be “fallow”, i.e., u = 0 and H0 is accepted. Depending
on the value of the threshold, decision fusion can have
several variants. A threshold value of one is an “OR”
fusion rule, a value of (m + 1) is an “AND” fusion rule,
and a value of m+1

2 is a “Majority” fusion rule.
• Bayesian detection [6] requires the knowledge of a priori

probabilities of ui’s when u is zero or one, i.e., P (ui|H0)
and P (ui|H1). It also requires the knowledge of a priori
probabilities of u, i.e., P0 = P [u = 0] and P1 = P [u =
1], respectively. There are four possible cases. In two
cases, the sensing decisions are correct, while in the other
two cases, the decisions are incorrect. The two incorrect
decisions are referred to as miss detection (u = 0 when
the band is occupied) and false alarm (u = 1 when the
band is fallow), respectively. The two correct decisions
(i.e., u = 0 when the band is fallow and u = 1 when
the band is occupied) are associated with small costs and
the incorrect ones are associated with large costs. The
case of miss detection of an incumbent may result in
interference to the incumbent, and hence this case is the
least desirable, and accordingly assigned the largest cost.
The overall cost is the sum of the four costs weighted
by the probabilities of the corresponding cases. Bayesian
detection can be represented by the following test, which
outputs a final spectrum sensing decision that minimizes
the overall cost:

m∏
i=0

P [ui|H1]
P [ui|H0]

H1

>
<
H0

P0(C10 − C00)
P1(C01 − C11)

, (1)

where Cjk(j = 0, 1; k = 0, 1) is the cost of declaring Hj

true when in fact Hk is true.
• Neyman-Pearson test [5], [12] does not rely on the

knowledge of a priori probabilities of u nor on any
cost associated with each decision case. However, it
requires the knowledge of a priori probabilities of ui’s
when u is zero or one. Additionally, either a maximum
acceptable probability of false alarm or a maximum
acceptable probability of miss detection needs to be
defined. Neyman-Pearson test guarantees that the other
probability is minimized while the defined probability is



acceptable. Neyman-Pearson test can be represented as

m∏
i=0

P [ui|H1]
P [ui|H0]

H1

>
<
H0

λ, (2)

where λ is a threshold calculated from the defined prob-
ability of false alarm or miss detection.

As (1) and (2) show, Bayesian Detection and Neyman-Pearson
test are both essentially a fixed-number likelihood ratio test;
their only difference is the way that the threshold is chosen.

III. WEIGHTED SEQUENTIAL PROBABILITY RATIO TEST
(WSPRT)

A. Byzantine Failure in Data Fusion

The DSS approach is vulnerable to a few security threats.
In particular, Byzantine failure is a major threat to the data
fusion process. A Byzantine failure could be caused by either
a malfunctioning sensing terminals or an SSDF attack. Both
cases result in one or more sensing terminals sending false
local spectrum sensing reports to a data collector, causing the
data collector to make a wrong spectrum sensing decision.
Because the two cases have the same impact on data fusion,
without loss of generality, we only focus on SSDF attacks in
the rest of this paper.

The SSDF attack is illustrated in the shaded block of Fig. 1.
To maintain an adequate level of accuracy in the midst of
SSDF attacks, the data fusion technique used in DSS needs
to be robust against fraudulent local spectrum sensing results
reported by malicious secondaries. However, the previously
discussed fusion techniques share two common properties
that contribute to their vulnerability to SSDF attacks. First,
none of these techniques can guarantee both a bounded false
alarm probability and a bounded miss detection probability.
In an adversarial environment, these probabilities will get
larger. Second, these techniques treat all sensing terminals
indiscriminatingly, regardless of whether a sensing terminal
has a history of reporting incorrect data. When an SSDF
attacker constantly injects false data, the ideal solution would
be to filter out the false data and only accept inputs from
reliable sensing terminals.

B. Weighted Sequential Probability Ratio Test (WSPRT)

WSPRT is composed of two steps. The first step is a
reputation maintenance step, and the second step is the actual
hypothesis test. In the reputation maintenance step, a sensing
terminal’s reputation ratings are allocated based on the ac-
curacy of a sensing terminal’s sensing. The reputation value
is set to zero at the beginning; whenever its local spectrum
sensing report is consistent with the final sensing decision, its
reputation is incremented by one; otherwise it is decremented
by one. Under this rule, assuming Ni’s reputation value is
ri, the last sensing report Ni sent to N0 is ui, and the final
decision is u, then ri is updated according to the following
relation: ri ← ri + (−1)ui+u. Obviously, given that the
probability of the final decision being true is greater than 0.5,
a sensing terminal with a more accurate local sensing report
has a higher expected reputation value than a terminal with a
less accurate sensing report.

The hypothesis test step of WSPRT is based on Sequential
Probability Ratio Test (SPRT), which is a hypothesis test for
sequential analysis and supports sampling a variable number
of observations [11]. When applied to the data fusion in
DSS, SPRT has the desirable property that guarantees both a
bounded false alarm probability and a bounded miss detection
probability in a non-adversarial environment. Even if each
sensing terminal has low spectrum sensing accuracy, SPRT
can provide the guarantee by collecting more local spectrum
sensing reports. This is an advantage over the techniques
discussed previously.

When applying SPRT to data fusion for DSS, one needs to
define the following likelihood ratio as the decision variable:

Sn =
n∏

i=0

P [ui|H1]
P [ui|H0]

. (3)

Note that the number of samples n is a variable and can be
different from m + 1.

The fusion decision is based on the following criterion:{
Sn ≥ η1 ⇒ accept H1,
Sn ≤ η0 ⇒ accept H0,
η0 < Sn < η1 ⇒ take another observation.

(4)

The values of η1 and η0 are decided by

η1 =
1− P01

P10
and η0 =

P01

1− P10
,

where P01 and P10 are the tolerated false alarm probability
and the tolerated miss detection probability, respectively. It
can be proved that SPRT minimizes the expected value of n
needed to accept either hypothesis H1 or H0 [11].

The idea of WSPRT is to modify the likelihood ratio in (3)
so that the decision variable also takes a sensing terminal’s
reputation into consideration. The proposed new decision
variable is

Wn =
n∏

i=0

(
P [ui|H1]
P [ui|H0]

)wi

, (5)

where wi is defined as the weight of Ni and is a function
of ri:

wi = f(ri). (6)

In order for such a decision variable to be robust against
SSDF attacks, f(·) should satisfy two requirements:

1) f(·) accepts an ri with arbitrary value and outputs a
wi ∈ [0, 1], and f(·) should be an non-decreasing func-
tion of ri, i.e., wi ≥ wj if ri ≥ rj(i, j = 0, . . . ,m; i 6=
j). Also, f(max(ri)) = 1 and lim

ri→−∞
f(ri) = 0.

2) f(·) should ensure that enough weight is allocated to a
sensing terminal that has a slightly negative reputation
value. This requirement is necessary because at the be-
ginning of a WSPRT process, a “good” sensing terminal
(i.e., a terminal sending correct sensing reports most
of the time) may send incorrect sensing reports due to
randomness (e.g., caused by temporary interference) and
get a slightly negative reputation value.

Based on the above requirements, we use the following
function for wi and f(·):



Fig. 3. Simulation layout.

wi = f(ri) =
{

0 ri ≤ −g
ri+g

max(ri)+g ri > −g .

The variable g(> 0) is used to meet the second requirement.
In particular, wi for a good sensing terminal will not be
zero for the first (g − 1) reputation maintenance steps. For
the g-th reputation maintenance step, P [ri ≤ −g] < 2−g .
This probability is very small if g is assigned a relatively
small number. (Note that g should be small enough to let the
reputation scheme be sufficiently sensitive to incorrect sensing
reports.) For example, when g = 5, the probability is less than
0.03125.

Using the components discussed above, we describe the
proposed WSPRT data fusion technique using the following
algorithm.
1: ∀i, ri = 0.
2: For each spectrum sensing attempt made by N0 {
3: i = 0, Wn = 1.
4: Get a spectrum sensing report ui from Ni.

5: Wn ←Wn ·
(

P [ui|H1]
P [ui|H0]

)f(ri)

.
6: If η0 < Wn < η1, i← (i + 1) mod (m + 1). Go to step 4.
7: If Wn ≥ η1, accept H1, i.e., output u = 1. Go to step 9.
8: If Wn ≤ η0, accept H0, i.e., output u = 0.
9: For each sampled ui, set ri ← ri + (−1)ui+u.
10:}

IV. SIMULATIONS

A. Simulation Environments
We carried out simulations to test and compare all the

previously discussed data fusion schemes. In the simulations,
N secondaries are randomly located in a 2000m×2000m
square area, and they form an ad hoc CR network, each node
with a transmission range of 250m. Among the N secondaries,
there are Na SSDF attackers. We consider two types of
SSDF attacks: always-false and always-free. An always-false
attacker always sends sensing reports that are opposite to its
local spectrum sensing results while an always-free attacker
always reports spectrum to be fallow. Each secondary moves
according to the random waypoint mobility model [1] within
the range of the network area. Each node moves with a
maximum speed of 10m/s and a maximum idle time of 120s.
The incumbent, a TV tower with a duty cycle of 0.2, is located
D meters away from the center of the CR network. See Fig. 3
for the simulation network model.

The path loss model used the HATA model [9], which
has been suggested by the 802.22 working group as the
path loss model for a representative CR network environ-
ment [2]. In our simulation, we assume that the incumbent

works at the UHF frequency of 617MHz, and the antenna
heights of the transmitter and the receiver are 100m and 1m,
respectively. At the transmitter/incumbent side, the effective
isotropic radiated power (EIRP) is assumed to be 100kW.
At the receiver/secondary side, a simple energy detector is
assumed. Each receiver has a typical sensitivity of -94dbm,
which is the minimum power for a signal to be detected. The
mean noise power was -106dBm. A secondary acts as both a
sensing terminal and a data collector. DSS at each secondary is
periodically repeated at an interval of 30s, and each simulation
lasts for two hours.

We simulated and compared eight different data fusion
techniques. For decision fusion techniques, the three variants
of AND, OR, and Majority rules are simulated. For Bayesian
detection and Neyman-Pearson test, since they both boil down
to a fixed-number likelihood ratio test (LRT) with different
thresholds, we simulate the two techniques together under
the name of “LRT” and use three different thresholds for
them. The first threshold is calculated from the right hand
side of (1) by assuming the perfect knowledge of P0 and
P1, i.e., P0 = 0.8 and P1 = 0.2. The costs are assigned as:
C00 = C11 = 0, C10 = 1, and C01 = 10, which were also
the cost assignments used in [6]. With these values, the first
threshold can be calculated as λ1 = 0.4. Because the accurate
knowledge on P0 or P1 may not be available in practice, we
simulated two other thresholds λ2 = 4λ1, λ3 = λ1/4. Two
other fusion techniques were simulated: SPRT and WSPRT.
The parameters in these two fusion techniques used in the
simulation are P01 = 10−5, P10 = 10−6, and gi = 5. The
selection of the first two parameters aims to guarantee small
false alarm and miss detection probabilities and the selection
of gi has been discussed in Subsection III-B.

B. Simulation Results
1) Objectives: We are interested in three metrics: miss

detection ratio, correct sensing ratio, and number of samples.
The first metric has been discussed before. The correct sensing
ratio is the number of correct final sensing decisions divided
by the number of total sensing decisions. Because these two
metrics and the false alarm ratio add up to one, we can
also derive the false alarm ratio from these two metrics. The
number of samples refers to the average number of samples
a secondary needs to collect from each neighbor to make a
final decision, and it measures the overhead of a particular
data fusion technique. For decision fusion and fixed-number
likelihood ratio test, the number of samples is always one.
Only for SPRT and WSPRT the number of samples changes.
Therefore, we study this metric only for SPRT and WSPRT.

2) Impact of Varying Attack Strength: In this set of simula-
tions, we fix N = 500 and D = 3000, while changing attack
types and varying Na from 0 to 100 at an interval of five.
Figs. 4 and 5 show the simulation results when we consider
always-false and always-free attacks, respectively. In all cases,
the decision fusion with an “OR” rule and an “AND” rule are
not favorable, since they end up with either almost always
outputting “occupied” or almost always outputting “fallow”.

When always-false SSDF attacks are introduced, Fig. 4
shows that the correct sensing ratio decreases for all all the
fusion rules except for the decision fusion with an “OR” rule
and an “AND” rule. Among these techniques, SPRT experi-
ences the greatest decrease, which suggests that SPRT is most



(a) (b) (c)

Fig. 4. The performance of eight fusion techniques with different number of always-false SSDF attackers: (a) miss detection ratio, (b) correct sensing ratio,
and (c) number of samples.

(a) (b) (c)

Fig. 5. The performance of eight fusion techniques with different number of always-free SSDF attackers: (a) miss detection ratio, (b) correct sensing ratio,
and (c) number of samples.

vulnerable to always-false SSDF attacks. This vulnerability
could be due to the fact that SPRT may collect multiple reports
from malicious secondaries, which amplifies the effect of the
attack. In contrast, WSPRT is shown to be the most robust
against always-false SSDF attacks. However, the improved
correct sensing ratio comes at a cost—the number of required
sensing samples has increased by a factor of five in the case
of WSPRT.

In the set of simulations shown in Fig. 5, always-free SSDF
attacks were considered. The aim of this type of attack is to
fool the data collector into thinking that there is no incumbent.
Therefore, it can be expected that the attack will cause an
increase in the miss detection ratio and a decrease in the false
alarm ratio. Our results show that the decision fusion with
a “Majority” rule is most vulnerable to always-free SSDF
attacks. Recall that miss detection is considered more harmful
than false alarm under the DSA paradigm since miss detection
directly translates into increased interference experienced by
incumbents.

V. CONCLUSION

In this paper, we studied the problem of DSS in the
context of ad hoc CR networks, with a particular focus on
data fusion techniques. We provided simulation results that
compared the performance of various data fusion techniques
when Byzantine failures are considered. We also proposed
a new data fusion technique, called WSPRT, that is more
robust against Byzantine failures. WSPRT makes a favorable
tradeoff between data collection overhead and robustness of
data fusion. Specifically, WSPRT improves the robustness of

data fusion (against Byzantine failures) at the cost of requiring
an increased number of local sensing reports.
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