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Abstract—Cognitive radios are goal-oriented intelligent 

radios that can autonomously be aware of situation and radio 
environment, learn from experience, and adapt themselves 
responding to the change of operation conditions. Cognitive 
radios have the potential to drive the next generation of radio 
devices, wireless system design and testing tools, and wireless 
network protocols and applications. This paper will provide 
some introduction on cognitive radio, discuss research issues 
and challenges to make cognitive radios a reality, and present 
some recent cognitive radio research developments at 
Virginia Tech. Although there are many research activities on 
cognitive radios at Virginia Tech, we will specially elaborate 
on security issues of software defined radio (SDR)/cognitive 
radio (CR) technology in more detail.  
 

Index Terms: software defined radio, cognitive radio, spectrum 
sensing, cognitive engine, game theory, network security. 
 

I. INTRODUCTION 
A software radio (SDR) is a radio whose functionality 

(including its control process) is primarily defined in software. 
It implements much of the functionality of digital signal 
processing and ideally provides sufficient flexibility to support 
yet-to-be designed air interfaces with only a software upgrade 
[1]. A cognitive radio (CR) is an adaptive radio which is able 
to observe its surroundings and understand its environment 
and the influence of its actions not only on its own 
performance but also on a network where it operates. Hence, 
cognitive radio, which can be implemented on the top of SDR, 
is seen as one of the enabling technologies for a new spectrum 
utilization paradigm called opportunistic spectrum sharing 
(OSS). In this paradigm, unlicensed users (a.k.a. secondary 
users) equipped with CRs “opportunistically” operate in 
fallow licensed spectrum bands without causing interference 
to licensed users (a.k.a. primary or incumbent users).  

In order for a CR to meet the expectations as an enabling 
technology which provides significantly improved 
performance and efficiency, there are many challenging 
research issues we should overcome. In this paper, we present 
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an overview of research efforts at Virginia Tech on enabling 
cognitive radio techniques. 

This paper is organized as follows. Section II provides 
characteristics of a CR for its definition and section III 
discusses potential application of CR technology. Section IV 
provides an overview of CR research efforts at Virginia Tech, 
which addresses only selected research efforts among many 
others. In section V, we discuss security issues in SDR/CR 
networks, especially issues in distributed spectrum sensing 
and security vulnerabilities in IEEE 802.221 [2] networks. 
Finally, this paper concludes with section V with concluding 
remarks.         

II. COGNITIVE RADIO 
Although there is currently some disagreement over how 

much “cognition” is needed and on the precise definition of a 
cognitive radio, we can extract some commonalities that can 
be identified among these definitions: 1) observation – the 
radio is capable of collecting information about its operating 
environment; 2) adaptability – the radio is capable of changing 
its parameters; and 3) intelligence – the radio is capable of 
understanding its environment and how its actions influence 
its own performance [3]. Hence, cognitive radios can be 
viewed as adaptive radios that are aware of their capabilities 
and their radio environment, aware of their goals, able to adapt 
parameters according to their decisions, and able to learn from 
experience triggered by new operational scenarios. However, 
considering modern adaptive radios, the primary difference 
between a cognitive radio and an adaptive radio is the 
cognitive radio’s ability to learn. 

III. POTENTIAL APPLICATIONS OF COGNITIVE RADIO 
TECHNOLOGY 

Most of recent research efforts on the applications of 
cognitive radio technology focus on how to apply cognitive 
radio technology to opportunistic spectrum access (or dynamic 
spectrum access). However, the authors believe that there are 
many compelling and unique applications which can be 
provided by cognitive radio. The following are a few samples 
of potential applications of cognitive radio technology. 

                                                        
1 IEEE 802.22 is the first worldwide wireless standard based on cognitive 

radio technology.  
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A. Improving Spectrum Utilization Efficiency 
Researches performed by various entities show that most of 

the allocated spectrum is underutilized although the demand 
for more spectrum increases [4]. To improve spectrum 
utilization efficiency, opportunistic spectrum access/sharing or 
dynamic spectrum access has been proposed. Also, spectrum 
trading has been discussed for meeting the demand more 
efficiently. In order to achieve these proposed schemes, 
wireless devices should be able to autonomously resolve any 
conflicts over spectrum access – intelligent, autonomous 
operation of a radio, which can be provided by cognitive radio 
technology.     

B. Improving Link Reliability 
Since cognitive radio has the capability of understanding its 

environment and its own capability and the capability of 
learning from its past experiences, it can improve link 
reliability by taking actions proactively with optimum 
parameters (such as proactive power control, hand-off, and 
scheduling) and minimum interference to other users. 

C. Enabling Advanced Network Topology 
By forming a mesh network and shortening propagation 

length, greater spectrum reuse factors can be achieved, leading 
to an increase in system capacity [5]. Also, when radios 
collaborate with each other to relay signals or to form a 
distributed array antenna to increase signal reliability, 
coverage and capacity can be increased. Although cognitive 
radio is not a must-have for building and operating mobile ad 
hoc network (MANET), or collaborative radio network, it will 
enable the network to cope with dynamics involved in 
MANET operations due to its autonomous, intelligent 
observation and decision processes.    

D. Automated Maintenance 
Because of its capability of learning and improving its 

performance, cognitive radio networks can autonomously 
perform post-deployment tuning and update its parameters to 
best suit its particular environment and deployment set-ups. 
This would provide cost-effective maintenance of wireless 
networks. 

E. Enhancing interoperability 
Interoperability can be possible through one of the benefits 

obtainable from the reconfigurability of SDR. A cognitive 
radio can be designed to operate in cooperative or 
non-cooperative situations among surrounding radios. 
Therefore, a cognitive radio, built upon a SDR, can provide 
interoperability in an automated fashion.  

IV. RESEARCH OVERVIEW AT VIRGINIA TECH 

A. Spectrum Sensing 
The first and most crucial step of CR operation is the 

capability of observing the outside world where the CR 
operates. Therefore, cognitive radio must be able to detect 
spectrum usage with or without a priori knowledge on the 
characteristics of signals present in the operating bands.  

Conventional signal sensing techniques such as energy 
detection and matched filter detection can be used for CR but 
have significant disadvantages. The energy detector is highly 
susceptible to unknown and varying noise levels and shows 
very poor detection performance at low SNR region. In case of 
matched filter, although it provides optimized signal sensing 
performance in the sense of maximizing received 
signal-to-noise ratio, it effectively requires demodulation of a 
primary user’s signal, which means that cognitive radio must 
have a priori knowledge of primary user signal at both 
physical (PHY) and medium access control (MAC) layers, 
such as modulation type, pulse shaping filter type, and signal 
frame structure. Also, in order for a CR to react appropriately 
to the surrounding radio environment, the identification of the 
received signal type becomes very important. Hence, signal 
classification is necessary for a proper CR operation since, for 
instance, in IEEE 802.22 WRAN systems, CR is required to 
take different actions according to the incumbent signal types 
it detects. In addition, future CR systems will probably allow 
communication between wireless devices having 
heterogeneous radio access technologies using opportunistic 
access to the channel [6].  

To develop robust signal detection and classification 
techniques, cyclostationarity approaches have been 
investigated at Virginia Tech. Most modern digital signals and 
some analog signals show cyclostationarity because of the 
periodicity embedded in these signals due to carrier frequency, 
modulation, channel coding, pilot tone, and repeating patterns. 
Therefore, in scenarios where a conventional energy detector 
or a matched filter fails to detect any presence of signal in a 
harsh environment, cyclic-feature detection techniques can 
provide an alternative due to its signal classification 
capabilities and reduced sensitivity to unknown and changing 
background noise. At Virginia Tech, a signal detection and 
classification algorithm using cyclostationarity of signals in 
conjunction with hidden Markov model (HMM) has been 
developed to provide the necessary information about the 
radio environment to the CR, which, unlike many of its 
counterparts, is fairly robust against strong additive white 
Gaussian noise (AWGN), and is also capable of identifying 
signals which have a rather complicated structure, such as 
8VSB digital TV (DTV) [6]. However, one of the 
disadvantages of cyclostationary approach is its computational 
complexity. Hence, the complexity and performance trade-off 
of HMM-based cyclostationary detector/classifier need to be 
further investigated to find out optimum operating parameters 
targeted for a specific system in terms of performance and 
complexity. Also, how this cyclic-feature detector can be 
leveraged in a distributed/collaborative detection/classification 
set-up is an interesting research topic along with the issue of 
complexity and power/bandwidth trade-offs required for 
transmitting spectrum sensing information. 

B. Position Tracking and Channel Estimation 
Accurate localization in radio systems can provide 

important, useful information which can be used in various 
applications. Especially aimed for a cognitive radio network, 
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location estimation can help the network in radio resource 
management (RRM) such as spectrum allocation/sharing, 
interference avoidance/mitigation, distributed sensing 
management, and proactive hand-off, to name a few. 
Researchers at Virginia Tech developed a novel location 
estimation technique based on hidden Markov model (HMM). 
The developed technique jointly tracks both the radio position 
and the line-of-sight (LOS)/non-line-of-sight (LNOS) 
conditions exploiting the powerful pattern recognition 
capability provided by the HMM. 

C. Cognitive Engine Development 
More and more attention has been paid to cognitive radio 

since it is identified as an enabling technology to improve 
spectrum utilization efficiency through more intelligent, 
flexible spectrum management. However, little work has been 
done on how to achieve the smartness or intelligence we are 
expecting from a cognitive radio. The core intelligent part of 
controlling a cognitive radio can be implemented as an 
independent entity (let’s call this independent entity cognitive 
engine) which interacts with the radio transceiver. Hence, a 
cognitive engine (CE) can be defined as an intelligent agent 
that manages the cognition tasks in a cognitive radio, an agent 
which can be considered as a control process. It is the 
cognitive engine that makes a cognitive radio distinctive from 
conventional radios due to its intelligent decision-making and 
learning capability. 

Many machine learning/reasoning algorithms could be 
applied to develop CE, including but not limited to, case-based 
reasoning (CBR), knowledge-based reasoning (KBR), genetic 
algorithms (GA), artificial neural networks (ANN), and hidden 
Markov models (HMM), etc. However, each technique has its 
own advantages and limitations [7]. For example, CBR 
provides flexibility and allows reasoning/learning in the 
absence of domain knowledge, but highly relies on previous 
cases and might require large case memory under certain 
situations; KBR has the ability to tackle unforeseen scenarios, 
but needs perfect domain knowledge which might not be 
always available; GAs are excellent for multi-objective 
optimization which can not be handled in classical 
optimization techniques, but notorious for intensive 
computation and long convergence time [7], [8], [9]. After 
some qualitative investigations, researchers at Virginia Tech 
found that a robust CE relies on leveraging various artificial 
intelligence techniques rather than a single one [7]. 

Researchers at Virginia Tech have developed three different 
CEs using different artificial intelligence techniques. The first 
one is based on artificial neural networks, the second one is 
based on a biologically inspired architecture driven by a 
genetic algorithm, and the third one is based on case-based 
reasoning technique in conjunction with ANN and GA. Two 
different cognitive radio prototypes were developed using 
GA-based CE and ANN-based CE, respectively. The radios 
automatically change their frequency, modulation, and power 
in response to channel conditions and the presence of primary 
spectrum users in an attempt to ensure successful 
transmissions as constrained by user-definable policy. 

Currently, two different teams are working on improving and 
refining GA-based and CBR-based CEs, respectively. More 
investigations are required in the following areas for further 
improvement of the developed CEs: the trade-off between the 
level of abstraction and the details of the solutions for 
adaptation; extension of parameter set for different layers in 
protocol stack; REM-assisted CE; metrics and procedures for 
performance measure; performance characterization; 
mounting the developed CE on actual prototype hardware to 
measure the interactions of several CRs; and the effect of 
imperfect knowledge in the knowledge base or the REM. 

D. Radio Environment Map 
The most important features of a cognitive radio are its 

capabilities of obtaining situation awareness, learning from 
experience, and adapting to new scenarios, which make CRs 
distinctive from conventional radios. Hence, how a CR can 
obtain the radio information on its surrounding environments 
is not only the first, most important step of CR operations, but 
also a crucial research issue. Researchers at Virginia Tech 
proposed radio environment map (REM) as a vehicle of 
network support for CR, which is an abstraction of real-world 
radio scenarios and characterizes the radio environment of 
CRs in multiple domains. REM, as an integrated database, can 
provide CR with multi-domain information of the radio 
environment such as geographical features, propagation 
characteristics, available services, spectral regulations, 
locations and activities of radios, policies of the user and/or 
service provider, and CR’s past experiences relevant to 
managing its operations. One of the important features of 
REM is that it can address the problem of how to handle the 
possible interference not only between secondary systems and 
primary systems, but also between secondary systems 
operated by different service providers by providing additional 
layer of protection assisting sensing operations.   

In order to fully exploit the potential advantage provided by 
REM, there are several research and implementation issues 
which need to be addressed: knowledge representation; 
indexing and retrieving; the selection of required, necessary 
information and parameters for a target system; REM 
information dissemination protocol and its impact; and the 
architecture of local and global REM [10]. 

E. Interactions among Cognitive Radios 
Over a single link, we can intuitively understand and 

estimate the performance improvements through cognitive 
radio protocols. However, within the context of a network, the 
interaction of a collection of CRs is hard to analyze with 
traditional techniques since CRs will be reacting to an outside 
world whose state is determined by the adaptations of several 
CRs, making a network consisting of CRs an interactive 
decision process. As each cognitive radio adaptation changes 
the state of the outside world, the actions of a collection of 
cognitive radios would then appear as a recursive interactive 
decision process as adaptation spawns adaptation after 
adaptation, perhaps infinitely. Hence, it is less apparent how 
each CR’s adaptation would impact the network performance 
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as compared with single link analysis [3].  
Several researchers including researchers at Virginia Tech 

proposed to use game theory to analyze networks with this 
recursive, interactive adaptation processes. Game theory is a 
set of mathematical tools used to analyze interactive decision 
processes. The fundamental component of game theory is the 
notion of a game – a model of interactive decision process. 
Whether explicitly of implicitly, every game includes the 
following components: 1) a set of players typically 
denoted { }1,2, ,N n= ; 2) actions for each of the players 
denoted by { } { }1 2, , ,i na a a a= ; 3) some method for 
determining outcomes according to the actions chosen by the 
players; and 4) a set of utility functions, denoted 
by { } { }1 2, , ,i nu u u u= , which quantify each player’s 
preferences defined over all the possible outcomes [3], [11]. 
Once the relationship between game model and cognitive 
radio network model is set up, the game theory can be used to 
design and analyze the performance of both individual node 
and the network under any developed algorithms and 
protocols. Game theory has been shown to be suitable for 
steady-state performance characterization, convergence 
analysis, and stability of cognitive radio algorithms and 
protocols. Hence, under the guidance of game theory, it is 
possible to develop and analyze distributed, decentralized 
algorithms and protocols supporting cognitive radio operations 
such as adaptive interference mitigation or avoidance 
techniques, multiple parameter adaptation techniques, radio 
resource management techniques, and algorithms/protocols 
enabling coexistence mechanism, to name a few.  

Since game-theoretic analysis approach can be applied to 
physical, medium access control (MAC), and network layer in 
protocol stack, researchers at Virginia Tech are currently 
developing algorithms and protocols designed for different 
layers in protocol stack under the game-theoretic framework. 

 
So far, we have reviewed some of the research activities for 

cognitive radio at Virginia Tech. Although we have more list 
of research efforts, we will elaborate on security issues in 
more detail in the following sections since less attention has 
been given to this topic considering its importance. 

V. COGNITIVE RADIO SECURITY ISSUES 
In this section, we review some of the ongoing research on 

CR security. Specifically, we discuss security issues in 
distributed spectrum sensing and security vulnerabilities in 
IEEE 802.22 [2] networks. The discussions will focus on three 
security issues: incumbent user emulation, spectrum sensing 
data falsification, and security threats to coexistence 
mechanisms in IEEE 802.22. Like conventional wireless 
networks, cognitive radio (CR) networks are vulnerable to 
attacks unless security mechanisms are implemented in 
sufficiently robust form. Security is one of the major technical 
hurdles that must be overcome before the widespread 
deployment of SDR and CR technologies becomes a reality. 

 
Figure 1: Security threats in distributed spectrum sensing. 

A. Technical Background 

1) Distributed Spectrum Sensing 
Carrying out reliable spectrum sensing is a challenging task 

for a CR. In a wireless channel, signal fading can cause the 
received signal strength to be significantly lower than what is 
predicted by path loss models. There are two types of fading: 
shadow fading and multipath fading. Shadow fading (a.k.a. 
slow fading) is frequency independent and it does not cause 
significant fluctuations in signal strength over small changes 
in receiver location. In contrast, multipath fading (a.k.a. fast 
fading) is frequency dependent and can vary significantly with 
small changes in location. The effect of fading, shadow fading 
in particular, can result in the “hidden node problem.” The 
hidden node problem in the context of CR networks can be 
described as an instance in which a secondary node in a CR 
network is within the protection region of an operating 
incumbent but fail to detect the existence of the incumbent2.  

Recent research results [12] indicate that the hidden node 
problem can be alleviated by requiring multiple secondaries to 
cooperate with each other in spectrum sensing—i.e., 
distributed spectrum sensing (DSS). An illustration of DSS is 
shown in the upper half of Fig. 1. In DSS, each secondary 
node acts as a sensing terminal that conducts local spectrum 
sensing. The local results are gathered at a data collector (or 
“fusion center”) that executes data fusion and determines the 
final spectrum sensing result. In an 802.22 WRAN, DSS can 
be implemented in a straightforward manner: the BS acts as 
the data collector while the CPEs serve as sensing terminals. 
In an ad hoc CR network, where each node is a secondary 
equipped with a CR, each node acts as both a sensing terminal 
and a fusion center. It sends its local sensing measurements to 
its neighbors and executes data fusion using the measurements 
received from its neighbors. One advantage of DSS over 
non-cooperative spectrum sensing by an individual terminal is 
its ability to reduce the variance of the spectrum sensing 
                                                        

2 Note that the hidden node problem discussed here is different from the 
“hidden incumbent problem” in 802.22 networks. The hidden incumbent 
problem refers to a situation in which a consumer premise equipment (CPE) is 
within the protection region of an operating incumbent user but fails to report 
the existence of the incumbent user to its base station (BS).  
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process. Furthermore, to overcome the hidden node problem 
with a single CR, the CR must have high enough sensitivity to 
detect even extremely weak incumbent signals. The high cost 
of such highly sensitive CR terminals may limit the wide 
deployment of CR networks. With DSS, reliable incumbent 
signal detection with low-cost, low sensitivity CR terminals is 
possible. 

2) The Coexistence Problem in IEEE 802.22 WRANs 
IEEE 802.22 [2], which is currently under development, is 

the first worldwide wireless standard based on CR technology. 
It specifies the air interface for a fixed wireless regional area 
network (WRAN) that operates in fallow TV broadcast bands. 
An 802.22 WRAN cell is a single-hop, point-to-multipoint 
wireless network composed of a base station (BS) and several 
consumer premise equipments (CPEs) under the control of the 
BS. The BS controls medium access via the cognitive MAC 
(CMAC). The downstream direction is regulated by Time 
Division Multiplex and is typically broadcast. The upstream 
direction is shared by CPEs on a demand basis according to a 
Demand Assigned Multiple Access Time Division Multiple 
Access system. IEEE 802.22 entities are referred to as 
secondary users of the TV bands.  

Incumbent-coexistence (coexistence between incumbent 
users and secondary users) and self-coexistence (coexistence 
among overlapping, co-channel 802.22 cells) constitute the 
cornerstone of 802.22’s air interface design. To protect 
incumbent services and achieve coexistence between 
incumbent users and secondary users, 802.22 employs various 
mechanisms. To prevent harmful interference to TV services, 
802.22 mandates that CPEs perform DSS under the control of 
the BS. To avoid interference to Part 74 services, special class 
B CPEs are deployed to inform BSs in neighboring cells about 
the presence of Part 74 devices.  

In IEEE 802.22, ensuring the congruous coexistence 
amongst overlapping co-channel cells is of paramount 
importance. Unlike other existing IEEE 802 standards, where 
self-coexistence is considered a non-critical issue, the problem 
in 802.22 is exacerbated by the fact that a BS’s coverage range 
may be as large as 100km [2]. Multiple BSs and their 
associated CPEs may operate in the same vicinity, and the 
resulting self-interference may render the system useless. The 
CMAC of 802.22 addresses self-coexistence in two ways: 
using inter-BS communications and the Coexistence Beacon 
Protocol (CBP). IEEE 802.22 defines the On-Demand 
Spectrum Contention (ODSC) algorithm as an optional feature 
of the CMAC to handle self-coexistence between two BSs (of 
two overlapping cells) when they cannot communicate directly 
with each other. IEEE 802.22 mandates that the air interface 
include incumbent- and self-coexistence mechanisms as part 
of the standard definition.  

In an effort to provide subscribers with confidentiality, 
authentication, and data integrity, IEEE 802.22 prescribes a 
security sublayer that applies cryptographic transforms to 
MAC data units. Most of the features of 802.22’s security 
sublayer are inherited from the security sublayer of IEEE 
802.16e [13]. IEEE 802.16e is an amendment to the base 

standard, IEEE 802.16, which addresses some of the base 
standard’s security flaws by incorporating new security 
mechanisms. Specifically, 802.16e incorporates the privacy 
key management scheme PKMv2 as part of the standard. The 
PKMv2 together with the encapsulation protocol form the 
foundation of IEEE 802.22’s security sublayer. 

The security mechanisms supported by IEEE 802.22’s 
security sublayer are insufficient to ensure robust security. The 
standard is vulnerable against various security threats which 
we will describe in this paper. The security vulnerabilities of 
IEEE 802.22 are partly due to the fact that the designers of the 
standard attempted to wholeheartedly reuse the security 
scheme designed for IEEE 802.16 networks, which are 
networks composed of conventional radio devices. IEEE 
802.22 networks are composed of CRs, and hence these 
networks face unique security threats not faced by 
conventional networks.  

B.  Incumbent User Emulation 
When an incumbent user is detected in a given band, all 

secondary nodes avoid accessing that band. However, when a 
secondary user is detected, other secondary users may choose 
to share that same band. In other words, incumbent users have 
higher priority than secondary users in accessing spectrum 
resources. In an incumbent emulation (IE) attack, a malicious 
secondary user tries to gain priority over other secondary 
nodes by transmitting signals that emulate the characteristics 
of an incumbent node. An illustration of an IE attack is shown 
in the lower left corner of Fig. 1. Due to the programmability 
of CRs, it is possible for an adversary to modify the radio 
software of a CR to change its emission characteristics (i.e., 
modulation, frequency, power, and etc.) so that the emission 
characteristics resemble those of an incumbent user. The 
potential impact of the IE attacks depends on the legitimate 
secondary users’ ability to distinguish the attacker’s signal 
from actual incumbent signals during the process of spectrum 
sensing. Here we examine two existing spectrum sensing 
techniques and explain why they may be vulnerable to IE 
attacks. 

Energy detection is one of the simplest methods for 
spectrum sensing. An energy detector infers the existence of 
an incumbent based on the measured signal energy level. 
Obviously, energy detection is unable to distinguish 
incumbent signals and secondary signals. An improved 
scheme proposed in [14] suggests the use of periodic “quiet 
periods”. During a quiet period, all secondaries refrain from 
transmitting to facilitate spectrum sensing. When quiet periods 
are observed by all secondaries, detecting incumbents 
becomes straightforward—i.e., any terminal whose received 
signal energy level is beyond a given threshold can be 
considered an incumbent transmitter. However, such a 
detection strategy breaks down completely when malicious 
secondary users deliberately transmit during quiet periods.  

Signal feature detection is an alternative technique that uses 
either cyclostationary feature detection or matched filter 
detection [12], [15] to capture special characteristics of an 
incumbent signal. However, relying solely on signal feature 
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detection may not be sufficient to reliably distinguish 
incumbents’ signals from those of an attacker’s. For example, 
in a CR network where incumbents are TV systems, an 
attacker may emit signals that emulate TV signals. 
Alternatively, the attacker can replay TV signals that were 
previously recorded. In either case, signal feature detection 
will falsely identify the attacker’s signal as that of an 
incumbent.  

An adversary may have two different motives for launching 
IE attacks. One motivation is to gain an unfair advantage in 
accessing spectrum in the spectrum sharing paradigm of OSS. 
Because secondaries will avoid accessing a band if an 
incumbent signal is detected in the band, an attacker can 
preempt and monopolize a fallow band if it manages to fool 
others into believing that it is an incumbent node. We refer to 
such an attack as a “selfish” IE attack. The second motivation 
is to prevent legitimate secondaries from accessing spectrum, 
thereby causing denial of service. We refer to this attack as a 
“malicious” IE attack.  

C. Spectrum Sensing Data Falsification 
The second security threat to DSS is the transmission of 

false spectrum sensing data by malicious secondary nodes. An 
attacker may send false local spectrum sensing results to a 
data collector, causing the data collector to make a wrong 
spectrum sensing decision. We use the term spectrum sensing 
data falsification (SSDF) attack to refer to such an attack. The 
attack is illustrated in the lower right corner of Fig. 1. To 
maintain an adequate level of accuracy in the midst of SSDF 
attacks, the data fusion technique used in DSS needs to be 
robust against fraudulent local spectrum sensing results. None 
of the existing data fusion techniques for DSS address this 
problem. 

In the following, we describe three data fusion techniques 
that have been proposed for DSS. We describe each technique 
briefly and discuss how it is vulnerable to SSDF attacks. To 
facilitate our discussion, we model the DSS process as a 
parallel fusion network [18], as shown in Fig. 2. In this figure, 
Ni (i = 0, 1, 2, ..., m, where m is the number of sensing 
terminals) denotes a sensing terminal associated with N0, 
which is both a data collector and a sensing terminal, yi 
represents the incumbent signal received at Ni, and ui is the 
local spectrum sensing result that Ni sends to N0. The output u 
is the final sensing result, which is a binary variable—a “one” 
denotes the presence of an incumbent signal, and a “zero” 
denotes its absence. To simplify the discussions, we assume 
that spectrum sensing is carried out in a single band and each 
ui is binary.  

Decision fusion [16] sums up all collected local spectrum 
sensing results. A threshold value, which is no less than one 
and no greater than (m + 1), needs to be specified. If the sum 
of ui’s is greater than or equal to the threshold, then the final 
sensing result is “busy”, i.e., u = 1; otherwise the band is 
determined to be “free”, i.e., u = 0. Because interference to 
incumbents should be minimized, usually a conservative 
strategy is favored, which takes a threshold value of one. 

 

Figure 2: Modeling DSS as a parallel fusion network.  
 
In this case, even if a band is free, as long as there is one Ni 

that erroneously reports ui = 1, the final result will be “busy,” 
causing a false alarm. If an SSDF attacker exploits this and 
always reports one as its local spectrum sensing result, then 
the final result will always be “busy”. To prevent such a 
scenario, one can increase the threshold value. However, 
increasing the threshold value has the downside of increasing 
the miss detection probability3. Moreover, increasing the 
threshold is ineffective in decreasing the false alarm 
probability when there are multiple attackers. 

Bayesian detection [14] requires the knowledge of a priori 
conditional probabilities of ui’s when u is zero or one. It also 
requires the knowledge of a priori probabilities of u. Four 
cases need to be considered—u = 0 when a given band is free; 
u = 0 when the band is busy; u = 1 when the band is free; and 
u = 1 when the band is busy. Among the four cases, two 
decisions are correct while the other two are wrong. The two 
correct ones are allocated with small costs and the wrong ones 
are associated with large costs. The miss detection case is the 
least desired scenario and therefore is assigned the largest 
cost. The overall cost is the sum of the four costs weighted by 
the probabilities of the corresponding cases. Bayesian 
detection outputs a final spectrum sensing result that 
minimizes the overall cost. When a network is under SSDF 
attacks, the values of the a priori conditional probabilities of 
ui’s are not trustworthy. As a result, Bayesian detection is no 
longer optimal in terms of minimizing the overall cost. 

Neyman-Pearson test [17] does not rely on the knowledge 
of a priori probabilities of u or any cost associated with each 
decision case. It requires that either a maximum acceptable 
probability of false alarm or a maximum acceptable 
probability of miss detection be defined. Neyman-Pearson test 
guarantees that the other probability is minimized while the 
defined probability is acceptable. As with Bayesian detection, 
Neyman-Pearson test also requires the knowledge of the a 
                                                        

3 Miss detection refers to the failure of detecting the presence of an 
incumbent signal.  
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priori conditional probabilities of ui’s when u is zero or one. 
For the same reason discussed above, SSDF attacks would 
undermine the optimality of the test and potentially cause miss 
detection or false alarm instances. 

The aforementioned data fusion techniques share two 
properties in common that contribute to their vulnerability to 
SSDF attacks. First, these techniques treat all sensing 
terminals indiscriminatingly, regardless of whether a sensing 
terminal is reporting true or false sensing data. When an SSDF 
attacker constantly injects false data, the ideal solution would 
be to filter the data and only accept inputs from reliable 
sensing terminals. Second, both techniques cannot guarantee 
both a bounded false alarm probability and a bounded miss 
detection probability. 

D. Security Threats to Coexistence Mechanisms  
in 802.22 WRANs 
Most of the security features of the 802.22’s security 

sublayer is inherited from the 802.16e’s security sublayer. The 
current 802.22 draft standard’s security sublayer is insufficient 
to provide strong security because it does not take into account 
the important differences between the 802.16e and the 
802.22—one of the most important differences being the 
coexistence mechanisms of the two standards. Most of 
802.22’s MAC-layer vulnerabilities arise from the fact that its 
security sublayer fails to protect certain types of control 
messages used in coexistence mechanisms.  

The security threats are illustrated in Fig. 3. All of the 
identified threats involve the replay, forgery, or modification 
of control messages used in incumbent-/self-coexistence 
mechanisms. Specifically, the threats involve the misuse of the 
spectrum sensing reports (attacker A1 in Fig. 3), WMB 
beacons (attacker A2), or inter-cell beacons (attacker A3).  

1) Replay Attacks against Incumbent Coexistence 
Mechanisms 

The 802.22 security sublayer ensures the authenticity and 

integrity of channel measurement reports (BLK-REPs: bulk 
measurement reports) and WMB (wireless microphone 
beacon) messages, both of which are used to enhance 
incumbent coexistence. However, the security sublayer has no 
mechanism for assuring the freshness of these management 
messages. That is, an adversary can readily replay previously 
captured BLK-REPs or WMBs.  

For instance, an adversary can replay messages that indicate 
the existence of TV broadcast signals or Part 74 signals. Such 
a replay attack will induce unnecessary channel measurements 
and channel switching in the 802.22 WRAN, ultimately 
leading to a reduction in network throughput and capacity. 

2) Attacks against Self-Coexistence Mechanisms 
One of the security oversights in the design of IEEE 802.22 

is the lack of protection provided to inter-cell beacons. This 
means that all management packets used for self-coexistence 
are vulnerable to unauthorized modification, forgery, or 
replay. In the following paragraphs, we describe how an 
adversary may exploit this weakness to attack the 
self-coexistence mechanisms of 802.22. In our discussions, we 
assume that an adversary is able to install malicious software 
on a CR terminal or modify already installed software in order 
to operate the terminal in manner that deviates from the norm. 
In addition, we assume that 802.22 cells employ 
self-coexistence quiet periods (SCQPs) and 
incumbent-coexistence quiet periods (ICQPs) and that 
overlapping cells synchronize their quiet periods. 

a) Transmission of Forged/Modified Inter-cell Beacons 
A malicious terminal under the control of an adversary first 

selects the operation channel of a victim WRAN cell as the 
target channel by eavesdropping on the superframe control 
header (SCH) emitted from the target network’s BS. The SCH 
includes information about the current operation channel of 
the victim cell. Then the attacker’s terminal sends spurious 
contention requests via forged CBP packets to the victim cell. 

 

Figure 3:  An illustration of security threats in 802.22 WRANs.  
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This will trigger the victim cell to participate in an inter-cell 
spectrum contention process via the On-Demand Spectrum 
Contention (ODSC) algorithm. To increase the probability of 
winning the channel, the malicious terminal can deviate from 
the normal behavior prescribed by the contention resolution 
algorithm. If the victim cell loses the contention, then it will 
switch to a new channel.  

In order to craft Coexistence Beacon Protocol (CBP) 
packets, an adversary only needs to forge some of the fields in 
the beacon MAC header and the beacon Information Elements 
(IEs). If the frequency of the induced channel switching is 
sufficiently high, a significant proportion of the network 
resources of the target WRAN will be used in spectrum 
contention processes and channel switching. This would 
ultimately lead to significant degradation in network 
performance. Note that the capture and subsequent replay of 
CBP packets by the adversary would have a similar effect. 

An intelligent attacker may employ a periodic on-and-off 
attack pattern. Since all traffic activity is suspended during a 
cell’s SCQP, the attacker’s spurious packets have the best 
chance of being received during the cell’s SCQPs. This means 
that the attacker can increase the effectiveness of the attack 
without increasing the number of spurious packet 
transmissions by synchronizing its transmissions with the 
target cell’s SCQPs. The attacker can further increase the 
attack’s effectiveness by transmitting spurious CBP packets at 
the edge of a cell where there is an overlap with one or more 
neighboring cells. This will result in CPEs associated with 
different cells to receive the spurious packets, enabling the 
adversary to attack multiple cells simultaneously. 

b) Interfering with Inter-Cell Synchronization 
The 802.22 standard suggests that overlapping cells 

synchronize their quiets periods. Synchronization of quiet 
periods is carried out as follows. Suppose that a CPE 
associated with an 802.22 cell, X, includes its own frame 
offset (time offset) in its inter-cell beacons and sends the 
beacons to neighboring cells during its cell’s quiet periods. 
Upon receiving a beacon from the CPE belonging to cell X, a 
CPE of a neighboring cell, Y, notifies its BS that an inter-cell 
beacon from cell X has been received. In response, the BS of 
cell Y attempts to synchronize with cell X by applying a 
convergence rule [2] and frame sliding.  

The inter-cell synchronization process is vulnerable to 
attacks. It is feasible for an adversary to insert false frame 
offsets in inter-cell beacons and emit those beacons without 
being detected. The adversary may use a spurious offset value 
in order to cause asynchrony between two neighboring cells. 
As a result, the two cells will interfere with each other during 
their respective quiet periods, thus degrading the accuracy of 
spectrum sensing carried out by the two cells. In other words, 
the adversary can undermine the efficacy of the coexistence 
mechanisms of the two cells by interfering with their 
synchronization. 

VI. CONCLUSION 
In this paper, an overview of research efforts on cognitive 

radio at Virginia Tech has been presented. Although much of 
the applications of cognitive radio in most of open literature 
focus on opportunistic spectrum access, the authors believe 
that cognitive radio provides a new paradigm on 
communication system design so that not only future system 
can benefit from this new design paradigm, but also current 
system can be improved using the techniques and design 
paradigm discussed in cognitive radio development. 
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