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ABSTRACT 
As children increasingly use the Internet, there have been mounting concerns about their privacy online.  
As a result, the U.S. Congress enacted the Children’s Online Privacy Protection Act (COPPA) to prohibit 
websites from collecting information from children under 13 years of age without verifiable parental 
consent.  Unfortunately, few technologies are available for parents to provide this consent.  Further, few 
parents are aware of the laws and technologies available.  In this research we test factors affecting 
behaviors of parents towards protection of their children’s online privacy.  The results suggest awareness 
of regulations and institution based trust impact parents’ protection behaviors.  
Keywords: Online privacy, COPPA, Internet, Children privacy, Internet 
 

INTRODUCTION 
Effective protection of children’s privacy in cyberspace is a pressing issue since 65% of children in the 
United States between the ages of 10 and 13 use the Internet [1].  In 1996, a Federal Trade Commission 
(FTC) survey of websites found that 86% of sites collected information from children, yet only 30% had 
privacy policies, and a mere 4% asked for parental consent to do so. Two years later, the percentage of 
websites collecting information from children increased to 89%, while 42% stated a privacy policy; yet 
less than 11% required some form of parental consent.  In reaction to this, the U.S. Congress enacted the 
Children’s Online Privacy Protection Act (COPPA) in 1998, which took effect in 2000.  COPPA prohibits 
websites from collecting information from children under 13 years of age without verifiable parental 
consent, and requires websites to give parents notice of their information practices and inform them of 
how they will use collected information.  According to the Center for Democracy and Training, despite 
the work of the FTC, the protection of children online is still a serious issue [2].  To deal with online 
privacy concerns, the FTC advocates parents stay aware of what children are doing online [3].  However, 
it appears parents are not heeding this advice as reports show that 10% of eight to 10 year olds and 21% 
of 11 to 14 year olds have Internet access in their bedrooms [4]. This raises the question as to why parents 
are not doing more to protect their children.  Our purpose is to answer this question by investigating 
parental awareness of laws and technologies for protection of children’s privacy online, and usage of 
technologies and techniques for parental control. 
 

BACKGROUND 
Online privacy protection has taken two paths: (1) self-regulatory “seals” of approval designed to impart 
trustworthiness to users and (2) a technical platform (known as P3P) that allows users to set privacy 
preferences for automatic implementation. Both approaches were developed initially to address adult 
concerns about online privacy, therefore their inherent limitation is the failure to address the more 
complex and pressing need of protecting children who lack the sophistication to protect themselves.   
Four entities have received FTC approval as safe harbors for providing a methodology for meeting the 
requirements of COPPA: PRIVO, Children's Advertising Review Unit (CARU), ESRB Privacy Online, 
and TRUSTe.  A safe harbor involves standards and procedures approved by the FTC.  If a business goes 
through the processes of and adopts the standards, they will be assumed to have met the requirements of 
the law.  The website can then post a children’s privacy seal, indicating compliance and certification. 
While seals are designed to stimulate trust and increase use, researchers find consumers do not view them 
as effective [1, 5, 6]. 
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Considering the number of children online, it is surprising that no widely acceptable technical solution for 
verifiable parental consent has emerged since COPPA was enacted. One highly touted, proposed, system 
for privacy protection is P3P. However, a recent report to the FTC concludes that, in general, the error 
rate for P3P implementation was unacceptably high, and many policies were out of date [6].  Of all the 
children’s sites studied, only 3% used P3P and the privacy policies in these sites were no better than sites 
not directed toward children. The Thornburgh Committee and Child Online Protection Act Commission, 
two Congressionally appointed investigative groups, concluded that educating and empowering parents to 
use filtering and other tools is more effective than criminal law at protecting children online [7]. 

Proposed Research Model 
Given the lack of in-depth literature on parental awareness and use of privacy protection tools, our prior 
research involved conducting several focus groups of parents with at least one child between the ages of 5 
and 13 [8].  Results from the focus groups indicate that most parents are not aware of the laws protecting 
their children online, nor the technologies available for privacy protection.  Further, parents were asked 
what it would take for them to use children online privacy protection tools if they existed.  Answers to 
this question led to a framework of privacy protection behaviors.  In this research, we modify the 
proposed framework by combining it with literature on information privacy, technology adoption, and 
information security. The proposed model is presented in Figure 1.  Details are provided below. 
 
 

 
Figure 1. Proposed Children Online Privacy Protection Research Model 

 
Three privacy protection behaviors were identified as being used by parents – education of children about 
the dangers of sharing information online, keeping the computer in a common room, and utilizing some 
sort of content filtering software to control the websites children can visit.  While none of these 
approaches are perfect for protecting children’s online privacy, the more of them parents employ the more 
likely they are to succeed at limiting the personal information shared by their children.   
 
General Computer Self-Efficacy (GCSE) 
In our prior research, parents indicated they lacked the technical knowledge to install and manage 
software on their computer [8].  Many suggest their children were much more adept at using the computer 
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than they were.  One parent indicated that they relied on a coworker to setup and help manage their 
software.  This lack of confidence in using a computer can be viewed as general computer self-efficacy 
(GCSE), which refers to a person’s judgment of their ability to use different computer applications [9].  

H1:  Higher levels of general computer self-efficacy will result in higher levels of children online 
privacy protection behaviors. 

 
Trust 
Trust can impact the use of privacy protection tools and techniques in two very different ways.  On the 
one hand, parents may trust their children, and therefore do not feel the need to use privacy protection 
tools and techniques.  On the other hand, parents need to trust the tools that would protect their children’s 
online privacy to use them. Two types of trust can then be considered important to the use of privacy 
protection tools.  Institution-based trust (IBT) refers to an individual’s perceptions of the institutional 
environment, including the structures and regulations that make an environment feel safe [10].  In this 
case, IBT refers to the trust a person has in the web merchant’s ability to meet regulations.  Characteristic-
based trust (CBT) refers to one’s belief in the integrity and ability of the trustee [10].  Here, CBT is the 
trust of the parent that children are aware and capable of dealing with threats to their own privacy. 
 
Research shows that the more a person trusts a web merchant, the more likely he or she is to enter into a 
transaction with it.  The same study shows that the more concern for information privacy a person has the 
less likely he is to enter into a transaction with the web merchant [11].  As parents increase their trust in 
websites, it is expected that their behaviors to protect their children will decrease.  This is due to their 
belief that they can trust the merchants on the Internet to behave in accordance with the regulations and 
laws that protect their children’s privacy.  Accordingly we propose the following hypotheses:  

H2: Higher levels of institution-based trust will result in lower levels of children online privacy 
protection behaviors. 

H3: Higher levels of characteristic-based trust will result in lower levels of children online 
privacy protection behaviors. 

 
Awareness Factors 
Our prior research shows that parents are not aware of the risks, laws, or regulations relating to children’s 
privacy [8].  Without an understanding of these aspects it is unlikely that parents would take necessary 
measures to protect their children’s privacy.  As such awareness is a necessary determinant of both use of 
privacy protection technology and use of privacy protection techniques. We discuss three types of 
awareness factors: awareness of risks, of laws and regulations, and of tools available.  Since the only tools 
currently available to support COPPA are seals, we term this awareness of seals.  
 
Our prior work suggests that parents are very concerned about predators on the Internet, and about their 
children sharing information online.  For example, many parents identified MySpace as a particularly 
troublesome web site [8]. Other studies about perceived risks have found similar results. One study found 
that as perceived risk increased a person’s willingness to enter into an online transaction decreased [11].  
Another study found that perceived risk influenced e-commerce use [12].  These studies illustrate that the 
more risk a person perceives the less willing they are to provide information about themselves online, 
including personal information as well as information for making a purchase.  The information that 
children provide online is similar in nature to that which a parent would provide.  However, with a child 
the information is not directly in the parent’s control.  Therefore, it is expected that as a parent’s risk 
perception increased they would be even more likely to take steps to protect their children’s privacy 
online.  Building from the above discussion the following hypothesis is proposed. 

H4: Higher levels of perceived risks will result in higher levels of children online privacy 
protection behaviors. 
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Our prior work indicates that parents are not aware of COPPA and the legal requirement of websites to 
gain parental consent for collecting personally identifiable information [8].  We believe that if parents are 
made aware of laws and regulations, they will be more likely to search for tools and techniques to protect 
their children’s online privacy.  The difficulty, of course, is to ensure that there is a widespread awareness 
amongst parents of all socio-economic classes.  This effort would need to be undertaken by a 
governmental agency or foundation.  So while currently such awareness of regulations is low, we argue 
that parents who have reasons to know what the laws are regarding the protection of their children’s 
online privacy will be more likely to take steps to ensure this protection.  Therefore, we propose the 
following hypothesis. 

H5: Higher levels of awareness of regulations will result in higher levels of children online 
privacy protection behaviors. 

 
As discussed before, four safe harbor programs are approved by the FTC for COPPA compliance.  Focus 
group results illustrated that parents are not aware of the safe harbor means used by websites to convey 
their compliance, but some recognized VeriSign and Web Nanny [8]. VeriSign provides security 
measures for sharing sensitive information, and Web Nanny is a content filtering software.  As with 
regulations, it is possible that awareness of tools and techniques to protect online children privacy may 
engender an interest in searching for and implementing such tools.  Therefore, as parents become more 
aware of the tools available to them to protect their children’s privacy online it is expected that they will 
take more steps to protect them online as well.  Therefore, we propose the following hypothesis. 

H6: Higher levels of awareness of children online privacy protection seals will result in higher 
levels of children online privacy protection behaviors. 

 
Concern for Information Privacy (CFIP) 
No study on understanding the privacy protection behaviors of individuals is complete without including 
a measure of that individual’s concern for information privacy (CFIP).  CFIP includes concern for 
collection of data, unauthorized secondary use of data, improper access to data, and errors in data [13].  
Each of these components of CFIP have been shown to serve as second order factors that make up the 
concern for information privacy [14].  Studies show that higher levels CFIP leads to stronger intentions to 
take privacy related actions [11, 13].  Further research has shown that CFIP serves as an antecedent to 
other variables such as preferences and approaches to privacy regulation [15].  Building on the findings of 
this research it can be argued that a person’s concern for privacy makes them more aware of the need for 
privacy regulations.  Following from this it can be expected that as a parent’s CFIP increases so does his 
or her awareness of issues related to privacy protecting regulations.  In addition, CFIP has been shown as 
an antecedent to perceptions of risk and trust of web merchants [11].  As a person’s concern for privacy 
goes up so does their perception of risks. Therefore we propose the following hypotheses. 

H7a:   Higher levels of CFIP will result in higher levels of awareness of privacy regulations. 
H7b:   Higher levels of CFIP will result in higher levels of awareness of privacy related seals. 
H7c:   Higher levels of CFIP will result in higher levels of perceived privacy risks. 

 
Finally, it has been shown that as concern for privacy increases, individuals’ trust of web merchants with 
respect to their intention to use the individuals’ personal information appropriately decreases.  Building 
on these findings we propose the following hypothesis. 

H8:  Higher levels of CFIP will result in lower levels of institution-based trust. 
 

METHODOLOGY 
A survey approach to data collection was implemented to test the proposed hypotheses.  Children Online 
Privacy Protection Behaviors were adapted from research on behavioral intentions [16].  Three behaviors 
were captured: parents educating their children about the dangers of sharing information online, parents 
keeping the computer in a common room, and parents utilizing some content filtering software to control 
the websites their children can visit.  The other variables were measured as follows.  GCSE was used 
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exactly as designed [9, 17].  The trust constructs were adapted from [10] to fit the context of Internet sites 
(IBT) and children (CBT).  Perceived risk was adapted from a previous study on privacy [12].  CFIP was 
adapted from research that extensively validated the CFIP instrument [13, 18] with minor changes to its 
wording to fit our context.  A summary of the items and where they were adapted from is provided in 
Table 1.  In addition, demographic variables were captured. 
 
After the initial items were created they were evaluated in a pretest with 12 individuals not familiar with 
the research.  Items were then adjusted and reworded and subjected to a second pretest with four 
individuals.  Following the pretests, data was collected for a pilot test to ensure reliability and validity of 
the scales.  All scales except perceived risk displayed acceptable reliability, as can be seen in Table 1.   

 
Table 1 - Survey Items and Reliability 

Item Adapted From Alpha # of Items 
Children Privacy Protection Behaviors [16] n/a 1 each 
General Computer Self-Efficacy [9, 17] .909 7 
Institutional Based Trust [10] .849 6 
Characteristic Based Trust [10] .870 5 
Perceived Risk (two items were dropped)* [12] .843 3 
Awareness of Regulations Self Developed .924 4 
Awareness of Seals Self Developed .935 4 
Concern for Information Privacy [13, 18] .854 15 

 
Construct validity was tested with SPSS version 15.0.1 by running a confirmatory factor analysis using a 
Varimax rotation with Kaiser Normalization.  Items generally loaded as expected with a few exceptions.  
Two IBT items loaded on a different factor than their intended one and were removed from further 
analysis.  All other items loaded as expected.  The data was then used to test the proposed hypotheses. 
 
The sample consisted of parents with children under the age of 13.  The parents were asked to answer the 
survey at a group event held in the local community.  187 responses were gathered from these parents 
ranging in age from 24 to 56 years, with an average age of 39 years old.  Females represented 70% of the 
population with 97% of respondents being Caucasian. 1% of respondents had a family income of less than 
$25,000, 10% made between $25,000 and $50,000, 32% between $50,000 and $100,000 and 56% over 
$100,000.  Two percent of the population had a high school degree, 11% had attended some college, 52 % 
of respondents had a bachelor degree, and 35% had a graduate degree. 
 
Before model testing, a regression analysis was performed to assess the significance of demographics on 
children’s privacy protection behaviors.  Gender was the only demographic that was significant, and was 
included as a covariate.  Assumptions of multivariate normal distribution, independence of errors, and 
equality of variance were then tested, as were concerns for multicollinearity and outliers. There were no 
violations of the assumptions, and no issues of multicollinearity (variance inflation factors between .79 
and 1.00) or outlier influential observations. The model was then tested with each protection behavior 
treated as its own dependent variable.  Stepwise regression was used to determine the independent 
variables that related to each dependent variable (see Table 2). 
Keeping the Computer in a Common Room (behavior 1). When analyzing the independent variables 
that related to parents’ intention to protect their children’s privacy by keeping the computer they use in a 
common room it was determined that institution-based trust was the only significant factor, but in the 
reverse direction than hypothesized.  Higher levels of institution-based trust lead to higher levels of this 
behavior.  The resulting model is significant at 0.004, but only explains 4.5 percent of the variance in 
parents’ intention to protect their children’s privacy by keeping the computer they use in a common room.   
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Using Software to Control Website Access (behavior 2). When analyzing the independent variables 
that related to parents’ intention to protect their children’s privacy by using software that limits the 
websites they can visit it was determined that awareness of laws and regulations was the only significant 
factor.  The effects of concern for information privacy on institution based trust, characteristic based trust, 
perceived risks, awareness of laws, and awareness of seals were not significant. The resulting model is 
significant at 0.027, but only explains 2.7 percent of the variance in parents’ intention to protect their 
children’s privacy by using software to limit the websites they can visit. 
 
Educating Children About Information Sharing Online (behavior 3). When analyzing the 
independent variables that related to parents’ intention to educate their children about information sharing 
online, it was determined that characteristic-based trust and awareness of laws and regulations were the 
only significant factors.  The resulting model is significant at less than 0.001, and explains 10.6 percent of 
the variance in parents’ intention to protect their children’s privacy by educating them. 
  
Finally we evaluated the covariate of gender. In comparing males and females on the various independent 
variables, we found that they differed significantly in their levels of self-reported general computer self-
efficacy, awareness of laws, and in their concern for information privacy. Males reported higher levels of 
general computer self-efficacy (p < .001) and awareness of laws (p = .016), while females displayed a 
greater concern for information privacy than males (p = .022).    
 

Table 2 - Hypotheses Testing 
 Ind. Var Dep. Var Coeff. t-value Sig. Support 
H1 GCSE Behavioral Int. 2 -.059 -.731 .466 NO 
H2 
 

CBT  Behavioral Int. 1 .047 .615 .539 NO 
CBT  Behavioral Int. 2 .077 1.003 .317 NO 
CBT Behavioral Int 3 .255 3.536 .001 YES 

H3 
 

IBT  Behavioral Int. 1 .212 2.897 .004 NO* 

IBT  Behavioral Int. 2 .011 .144 .885 NO 
IBT Behavioral Int 3 .120 1.631 .105 NO 

H4 
 

Risk Behavioral Int. 1 .049 .662 .509 NO 
Risk  Behavioral Int. 2 .138 1.841 .067 NO 
Risk Behavioral Int. 3 .061 .862 .390 NO 

H5 
 

Regulations  Behavioral Int. 1 .081 .881 .380 NO 
Regulations  Behavioral Int. 2 .164 2.224 .027 YES 
Regulations Behavioral Int. 3 .164 2.276 .024 YES 

H6 
 

Seal Aware  Behavioral Int. 1 -.014 -.161 .872 NO 
Seal Aware  Behavioral Int. 2 .029 .341 .733 NO 
Seal Aware Behavioral Int. 3 .045 .557 .578 NO 

H7a CFIP Risk .117 1.600 .111 NO 
H7b CFIP Regulations .038 .517 .605 NO 
H7c CFIP Seal Aware .071 .962 .337 NO 
H8 CFIP CBT -.010 -.131 .896 NO 
* Significance is in the opposite direction as hypothesized. 

DISCUSSION 
The results from the above analysis indicate that three of the hypotheses are supported.  The results also 
suggest a gender difference in general computer self-efficacy, awareness of regulations, and concern for 
information privacy.  Hypothesis 2 was supported for behavior 3, intention to educate children about 
information sharing online.  Characteristic-based trust being a significant indicator to intention to educate 
children about not sharing personal information online suggests that as parents trust their children more 
they are more likely to believe that education is a means to protect their children’s privacy.  This supports 
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the argument that it is up to parents to protect their children’s privacy and the more parents can trust their 
children the more likely it is that education will be an effective mechanism against children sharing their 
personal information online. 
 
Hypothesis 5 suggested that an awareness of children’s online privacy laws and regulations would impact 
the behavior of parents to protect their children’s privacy online.  This hypothesis was supported both for 
the behavioral intent of educating children about not sharing information online and the behavioral intent 
of using content filtering software to limit websites their children can visit.  This suggests that parents are 
actively looking for a way to protect their children’s online privacy and are using what is most readily 
available if they know of the regulations.   This may be an indication that the laws and regulations have 
their intended effect.  Further, if parents are knowledgeable about the laws and regulations, and want to 
use content filtering software to protect their children’s privacy, it indicates that there is probably a strong 
need for specific software that protects children’s privacy to the letter of the law.  This software does not 
currently exist, but the fact that parents who are aware of the laws believe that using software is a good 
way to protect their children’s privacy provides support to the argument that such software is needed. 
 
Gender effects on general computer self efficacy, awareness of laws, and concern for information privacy 
suggests that more education may need to be directed towards females to increase their confidence using 
computers and awareness of laws.  This is an especially important consideration as awareness of laws 
significantly impacted a parent’s intention to use content monitoring software to protect their children’s 
privacy.  By increasing awareness of laws for females it is likely that more parents will be using software 
to protect their children’s privacy as it becomes available.  Concern for information privacy being greater 
for females than males suggests that as privacy tools are developed it may be appropriate to target 
mothers as the intended users in the design of such tools for children online privacy protection since 
mothers seem to be more inclined to be concerned about information privacy. 

Limitations 
One issue that arises when collecting self reported survey data is social desirability bias.  That is 
respondents could be answering questions so they do not make themselves look bad, or as the research 
would expect them to [19].  To address this issue we reassured all participants that their responses would 
remain anonymous.  Another limitation of this research is that few of the hypotheses were supported and 
that limited variance was explained in the models.  The lack of significance on the majority of the 
hypotheses suggests that more data need to be collected to identify other factors that may impact children 
online privacy protection behaviors of parents.  A future study should consider measuring such behaviors. 
The limited variance explained might also be due to the fact that the study measured behavioral intentions 
as opposed to actual behaviors of parents.  Nevertheless, the fact that some factors are being identified in 
this study as significantly impacting the behavioral intentions of parents with respect to the very 
important concept of online children privacy warrants the need for further research in this domain.   
 

CONCLUSION 
As the number of children using the Internet continues to grow, protecting their privacy becomes an ever 
more pressing issue.  Parents have a key role to play in ensuring children are protected.  With this study 
we hope to demonstrate some of the areas that can be addressed to improve the ability of parents to 
protect their children’s privacy online.  Additionally, very little theoretical work has been done that 
addresses the privacy of others.  This study is one step in the direction of providing a solid theoretical 
base on which to build future research efforts in this direction. 
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