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Abstract—Although using geolocation databases for spectrum
sharing has many pragmatic advantages, it also raises potentially
serious operational security (OPSEC) issues. OPSEC is especially
a paramount consideration in the light of recent calls in the
U.S. for spectrum sharing between federal government (including
military) systems and non-government systems (e.g., cellular
service providers). In this paper, we explore the OPSEC, location
privacy in particular, of incumbent radars in the 3.5 GHz
band. First, we show that adversarial secondary users can easily
infer the locations of incumbent radars by making seemingly
innocuous queries to the database. Then, we propose several
obfuscation techniques that can be implemented by the database
for countering the inference attacks. We also investigate the
inherent tradeoff between the degree of obfuscation and spectrum
utilization efficiency. Finally, we validate our discussions by
providing results from extensive simulations.

I. INTRODUCTION

The regulators as well as the industry stakeholders have
opined that spectrum sharing has a critical role in meeting
the explosive demand for more spectrum to support mobile
broadband applications [1]. In its recently published Report
and Order [2], the U.S. Federal Communications Comission
(FCC) prescribed the creation of a Citizens Broadband Radio
Service (CBRS) in the 3.5 GHz band (3500 − 3700 MHz)
to enable spectrum sharing between federal and commercial
systems. Specifically, the FCC has made available 150 MHz
of previously government-held spectrum to non-federal users
via database-driven spectrum sharing.

The CBRS Report and Order prescribed the use of the
Spectrum Access System (SAS) and the Environmental Sensing
Capability (ESC) to enable spectrum sharing. Here, SAS refers
to a network of geolocation databases (GDBs) and supporting
infrastructure for enabling spectrum sharing in the 3.5 GHz
band. In this paper, we will use the terms SAS and GDB inter-
changeably, when appropriate. SAS monitors the incumbent’s
spectrum usage information, and performs real-time aggregate
interference computations by using geolocation of primary
users (PUs) and secondary users (SUs). An ESC is envisioned
to be a network of dedicated sensor devices responsible for
detecting PUs. ESC detects incumbent operations and reports
them to the SAS. The SAS then uses this information to
update the spectrum availability information. Although using
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GDBs for spectrum sharing has many pragmatic advantages, it
also raises potentially serious security and privacy issues. For
instance, SUs, through a sequence of queries to a GDB can
infer critical operational attributes of federal systems, such as
their geolocation, transmission parameters, etc [3]. The term
operational security (OPSEC) is often used to refer to the
protection of such sensitive information from unfriendly or
adversarial entities.

OPSEC is especially a paramount consideration in the light
of recent calls in the United States for spectrum sharing
between federal government (including military) systems and
non-government systems [4]. Many incumbent systems operat-
ing in the 3.5 GHz band are military systems, including ship-
borne radars. In SAS-driven spectrum sharing, an adversary
may legitimately collect multiple query responses from a SAS
and use them to make inferences about an incumbent system’s
operational attributes [5], [6]. We use the term “database
inference attack” to refer to such attacks.

Recognizing OPSEC as one of the critical obstacles in
enabling federal-commercial spectrum sharing, standardiza-
tion and research efforts have been launched to address the
problem. In 2015, the Wireless Innovation Forum created the
Security Requirements Working Group and charged it with the
task of defining the OPSEC requirements, including location
privacy, as well as the communications security requirements
for the SAS ecosystem [7]. Moreover, under the auspices of
the Defense Advanced Research Projects Agency’s (DARPA’s)
Shared Spectrum Access for Radar and Communications
(SSPARC) program [8], research teams from industry and
academia are developing techniques for addressing OPSEC in
the context of spectrum sharing between military radars and
commercial communications systems.

In this paper, we provide findings from our study on the
location privacy of incumbent radars when they coexist with
commercial SU systems through SAS-driven spectrum sharing.
We demonstrate how an adversarial SU can employ a Bayesian
learning-based inference algorithm to accurately localize a
non-stationary radar system using only the information gath-
ered from seemingly innocuous query replies obtained from a
SAS. In addition, we propose several obfuscation techniques
for countering location inference attacks, and illustrate their
performance by using results from extensive simulations. We
also present quantitative results that show the tradeoff between
efficacy of obfuscation and spectrum utilization efficiency.



II. PRELIMINARIES

A. System Model and Spatial Separation Regions

Assume that the region served by a GDB is divided into M
x N square cells, c(i, j), where 1 ≤ i ≤ M is the row index
and 1 ≤ j ≤ N is the column index. We assume that the
adversary is a mobile SU that can move throughout a region
governed by a SAS and send queries to the SAS. There are
a total of C channels, and the database may allow SUs to
access those channels if it determines that SU transmissions
do not cause harmful interference to the PUs. We assume that
there exists a single PU operating on each of the channels. We
also assume that the SAS dictates SUs’ access to the spectrum
to protect an incumbent radar (within the SAS’s governance
region) from SU-induced interference.

Fig. 1: An exclusion zone for protecting an incumbent radar system

One of the most important roles of a SAS is to protect
PUs from SU-induced interference, and the primary ex-ante
approach employed by a SAS is the use of Exclusion Zones
(EZs) [9]. An EZ is a spatial separation region defined around
a PU, where co-channel transmissions, and also possibly
adjacent-channel transmissions, from SUs are prohibited. In
this study, we consider an EZ for protecting radar incumbents
that prohibits both co-channel as well as adjacent-channel
transmissions inside the EZ.

Typically, radars have a very small transmission beam-width
(angular range of the antenna-pattern in which at least half of
the maximum power is emitted) and are highly directional.
For example, the SPN-43, which is a shipborne radar used
by the U.S. Navy for air traffic control, has a horizontal
beam-width of approximately 1.75◦ and antenna gain of 32
dBi [10]. To afford more spectrum access opportunities to the
SUs, we assume the declaration of an Area of Control (AOC)
immediately outside the EZ. In the AOC region, SUs are
allowed to transmit in the channels occupied by the radar, but
they are required to pause their transmissions when the main
beam of the radar crosses them. This coexistence mechanism is
referred to as “main beam avoidance” (MA). Recent industry
research has shown that MA is extremely effective in enabling
coexistence of radar and communication systems [11].

Figure 1 describes our system model. EZ lies in the immedi-
ate vicinity of the incumbent radar where no SU transmissions
are allowed. Outside the EZ lies the AOC region where SUs
are required to implement MA for co-channel transmissions.

MA is not required in the AOC for non-co-channel transmis-
sions. SUs operating in the UAZ have completely unrestricted
access to spectrum. For simplicity, we consider concentric
circles to define the EZ (radius = R0) and AOC (radius =
R1) boundaries.

B. SAS-SU Query Protocol and SAS Policy

Prior to transmission, a SU queries the database with a
query, Q = (IDi, loci, Ai) where IDi is the unique identifier
of the SU, loci = (xi, yi) are its location coordinates, and Ai
denotes antenna attribute information. After authenticating the
SU, the database checks the availability of all C channels at
the SU’s location. Next, the database responds with a response
R = (chk, tk,∆tk, τk, ζk, Pk), where chk denotes the channel,
tk is the time duration for which the SAS response is valid,
∆tk is the time interval between SU’s query and start of the
first MA event (when MA is enabled), τk is the time period
between successive MA events (equal to the rotation time
period of radar), ζk is the time duration of MA (i.e., dwell
time) which is a non-zero value when MA is enforced, and Pk
denotes a binary variable which is 1 when the SU is allowed
to transmit on channel chk and 0 otherwise.

The SAS’s response to a SU querying from a location that
is d distance away from the radar is prescribed as follows.
• Case 1: d < R0. Transmissions are not allowed.
• Case 2: R0 < d < R1. Co-channel SUs are allowed to

transmit, but MA has to be employed. Non-co-channel
SUs can transmit without any restrictions.

• Case 3: d > R1. SUs have unrestricted access to all
channels.

We assume that the SAS’s incumbent protection policy (as
defined above) is publicly available, and that an adversary has
knowledge of the EZ and AOC boundaries shown in Figure 1.

III. LOCATION PRIVACY OF INCUMBENT RADARS

In this section, we describe how an adversary can infer the
location of an incumbent radar using a series of queries to a
SAS, which by themselves do not directly reveal the radar’s
location. Later in the section, we define a metric to quantify
location privacy, and present a strategy that an adversary can
employ to minimize the number of queries (to the SAS) that
is required to accurately infer the radar’s location.

A. Location Inference Attack

Let E(k)
ij be a Bernoulli random variable that represents

existence of the radar in cell c(i, j) operating on channel chk.
Specifically, let P (E

(k)
ij = 1) = p

(k)
ij and P (E

(k)
ij = 0) =

1− p(k)ij . The adversary infers the location of a PU operating
on channel chk using the value p

(k)
ij . Let us assume that

the adversary has no side information; therefore, it initializes
p
(k)
ij = 1

MN ∀ i, j and k. After receiving each query reply
from the SAS, the adversary sequentially updates the value
of p(k)ij for a group of cells. If the value of p(k)ij exceeds a
threshold, δ, the adversary infers that there is a PU in cell



c(i, j) that operates on channel chk. To update the values of
p
(k)
ij , the adversary uses the following procedure.
After querying the SAS and obtaining the corresponding

response, R = (chk, tk,∆tk, τk, ζk, Pk), the adversary uses
the channel information, chk, and MA time duration, ζk,
to extract information about the locations of PUs. For each
channel, chk, where 1 ≤ k ≤ C, the adversary’s inference for
all possible cases is as follows:
• Case 1: Channel chk is not available. The unavailability

of channel chk implies that there is a radar within a
distance of R0 from the SU. We define the term p-cells
to refer to cells which have non-zero probability of PU
presence. In this case, the adversary updates p(k)ij values
for p-cells (all candidate cells that are within R0 distance
from the query location) as follows:
Let χ denote the number of p-cells for channel chk, H
denote the event of hypothesizing the existence of a radar
in a cell c(i, j) and O denote the event in which the
adversary observes the presence of a radar in a cell c(i, j).
Then, according to Bayes’ rule, the posterior probability
P (H|O) can be computed as

P (H|O) =
P (O|H)P (H)

P (O|H)P (H) + P (O|HC)P (HC)

=
p
(k)
ij

1− 1
χ (1− p(k)ij )

(1)

Here, P (HC) = 1− P (H). For the cells that are within
distance R0, the adversary updates p(k)ij to P (H|O), but
it does not change the p(k)ij values for other cells.

• Case 2: Channel chk is available, and MA is en-
forced. The response in this case will be R =
(chk, tk,∆tk, τk, ζk, Pk) where ζk > 0. The adversary
infers that there is no radar within distance R0, but there
exists a radar at a distance between R0 and R1 from the
query location. Assuming that there are χ cells in the
annular region that is defined by R0 and R1 from the
querier, the adversary updates p(k)ij values using Equation
(1). The adversary sets p

(k)
ij = 0 for the cells within

distance R0 from the querier.
• Case 3: Channel chk is available without any restrictions.

The SAS response is R = (chk, tk,∆tk, τk, ζk, Pk) with
ζk = 0. The adversary infers that there is no radar within
distance R1 from its location. However, this reply reveals
no information about the possible presence of radars
beyond distance R1. The adversary sets p

(k)
ij = 0 for

the cells within distance R1 from the querier and does
not change the p(k)ij values for the other cells.

In order to study the efficacy of the aforementioned location
inference attack, we need to define a metric to quantify the
location privacy. Previous studies, including [12] and [3],
have concluded that incorrectness, i.e., the expected distance
between the location inferred by the adversary and the true
location, is the most appropriate metric to quantify location
privacy. Therefore, in this paper, we use incorrectness to

quantifying the radar’s location privacy. Incorrectness, IC, is
defined as:

IC =

C∑
k=1

∑
i,j

p
(k)
ij dij , (2)

where p(k)ij is the probability of the existence of a PU operating
on channel chk in cell c(i, j), C is the total number of channels
and dij is the distance between the cell c(i, j) and the location
of the nearest PU operating on channel chk.

B. Strategy for Selecting the Query Locations

The adversary aims to maximize the location information
obtained from each query response, and hence minimize the
total number of queries required to accurately localize the
incumbent system. Intuitively, the best query location, loc∗,
is the one that minimizes the expected incorrectness. To
derive loc∗, the expected incorrectness is calculated over all
possible responses, R, and all possible PU locations, PUloc.
The optimal query location is given by,

loc∗ = arg min
loc

E[IC|loc]

= arg min
loc

∑
R

∑
PUloc

P (R|loc)IC(I, PUloc)P (PUloc),

(3)

where I is an inference matrix that represents the updated
inference probabilities after observing response R. The adver-
sary solves Equation (3) to determine the next query location
in each iteration of the inference algorithm. Henceforth, we
will use the term “random adversary” to refer to an adversary
that queries from randomly chosen locations, and the term
“smart adversary” to refer an adversary that computes loc∗

(given by Equation (3)) to select query locations.

IV. OBFUSCATION TECHNIQUES

In this section, we propose obfuscation techniques that can
be implemented by the SAS to counter the location inference
attack introduced in the previous section.

A. Enlarging the Exclusion Zone or AOC

A straightforward obfuscation technique to counter an ad-
versary’s attempt to localize an incumbent radar is to extend
the boundary of exclusion or protection zones. For instance,
the areas of the EZ and AOC can be enlarged by increasing R0

and R1 to R′0 = R0(1 + ε) and R′1 = R1(1 + ε), respectively,
where ε is a non-negative value that denotes the amount of
increase in the EZ’s or AOC’s radius. Note that ε cannot be
negative, otherwise, the incumbent protection requirement may
not be satisfied. In the next section, we present simulation
results that show the obfuscation efficacy of three different
approaches: (1) enlarging the EZ while keeping the AOC fixed
(EEZ); (2) enlarging the AOC while keeping the EZ fixed
(EAOC); and (3) enlarging both the EZ and AOC (EEZ-AOC).
Here, the SAS publishes distances R0 and R1 as the radius of
EZ and AOC boundaries while employing obfuscated values
R′0 and R′1 to enable spectrum sharing.



B. Random False Positives

Another obfuscation technique is to enable the SAS to
randomly mix false positive replies with true replies when
responding to SU’s queries. Let us define a parameter fpr that
denotes the probability that a SU query is replied with a false
positive response. In the spectrum sharing model that is being
considered in this paper, there are three ways of creating false
positive replies, as explained below.

1) Randomized Transmit Inhibition: Recall from Section
III-A that an adversarial SU that is not allowed to transmit at
its location infers the presence of a radar within a distance R0

from the query location. One straightforward way to obfuscate
the radar’s location is to select fpr fraction of the queriers at
random and prohibit them from transmitting, irrespective of
their location. This “false positive” can trick the adversary
into thinking that a radar is located within a distance of R0

from the query location, which is not true. Let us use the
term Randomized Transmit Inhibition (RTI) to refer to this
obfuscation technique.

2) Moderated RTI: Note that RTI is very disruptive in the
sense that it restricts SUs from transmission opportunities,
irrespective of their location. This adversely affects SUs’
spectrum utilization. A less disruptive approach is to prohibit
randomly selected queriers from transmitting, only if they
are located in the AOC region. Recall that according to the
database protocol described in Section II-B, co-channel SUs
that operate in the AOC region would need to implement MA
when the radar main beam crosses it. However, moderated
RTI (MRTI) prohibits fpr fraction of the queriers (chosen at
random from the AOC region) from transmitting, although
allowing them to transmit with MA would not have caused
harmful interference to the radar. An adversarial SU receiving
the obfuscated response (using MRTI) in the AOC region is
tricked into believing that the radar is located within R0 from
the query location, whereas in fact, the radar is located at a
distance between R0 and R1 from the query location.

3) Randomized Main-beam Avoidance: In our model, SUs
have unrestricted access (no MA required) to the spectrum if
they are outside the AOC. The third approach for creating
a false positive reply is to mandate SUs, that query from
locations outside the AOC, to invoke MA for a non-zero time
duration. We refer to this obfuscation technique as Randomized
MA (RMA). Note that this technique has less impact on spec-
trum utilization efficiency compared to RTI or MRTI, since
the SUs (that receive a false positive reply) are not completely
prohibited from transmitting, but instead mandated to adopt a
short transmission blanking interval which is commensurate
with the horizontal beam-width of the radar.

V. SIMULATION RESULTS

In this section, we first present simulation results to demon-
strate the performance of the location inference attack. Then,
we present results to illustrate the performance of each of the
proposed obfuscation techniques.

Let us define the database coverage area as a 450 km by
450 km square region which is divided into 150 by 150 square

cells, where the side of each square cell is 3 km. We assume
that a radar is located at cell (75,75). We assume there are
2 channels in the system, and a radar operates on channel
1. To consider SU-SU coexistence, we ensure that the SAS
allocates channels to SUs such that, on average, the number
of SUs operating co-channel (i.e., on channel 1) is same as
the non co-channel SUs (on channel 2).

In [13], the authors studied the interference caused to a S-
band radar (a specific type of radar that operates in the 3.5 GHz
band) from an OFDM-based communication system. Bhattarai
et.al., in [14], devised a tool for computing the protection
boundary of a PU based on aggregate interference from SUs.
We borrow results from these studies and set R0 and R1

boundary radius to 50 km and 110 km respectively.

A. Performance of the Location Inference Attack

An adversary performs a location inference attack by query-
ing the GDB from the centers of multiple random cells and col-
lects corresponding responses. The adversary uses the database
response to update the probability of presence/absence of the
radar in each cell. The location privacy of the radar, i.e.,
the incorrectness of the adversary’s estimate of the radar’s
location, is calculated. The simulations are performed for
different values of Q, where Q is the total number of query
responses collected by an adversary.

In Figure 2 we present the results of the location inference
attack for a random adversary. Note that after approximately
100 queries, the random adversary is able to accurately infer
the radar’s location. In Figure 3, we compare the performance
of the smart adversary and the random adversary. Clearly, the
smart adversary outperforms the random adversary in inferring
the radar’s location. The number of queries required by a smart
adversary to achieve a certain level of inference accuracy is
always less than that required by a random adversary.

B. Performance of Obfuscation Techniques

Now, let us analyze the performance of our proposed
obfuscation techniques. We discuss the results in following
two subsections.

1) Enlarging EZ and AOC: Here, we present results that
illustrate the efficacy of enlarging EZ and AOC on countering
the adversary’s ability to infer the location of a radar. The
results (averaged over 1000 simulation runs) are summarized
in Figures 4, 5, and 6. Recall from Section III-A that IC is
the expected distance between adversary-inferred location and
true incumbent location. The value of IC is high when an
adversary is highly confident that the PU is located far from
the actual location of PU. Unfortunately, the EEZ technique
does not achieve the condition specified in the aforementioned
statement. Rather, it enables an adversary to localize the PU
within cells that are close to the true location of the PU.
Therefore, EEZ offers negligible privacy improvement as seen
in Figure 4.

However, unlike EEZ, EAOC provides significant improve-
ment 5 in location privacy. It tricks the adversary in inferring
a radar location at a distance between R0 and R1, while, in
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(d) Estimate after 100 queries.

Fig. 2: Performance of random adversary in inferring the radar’s location. Color bar indicates probability of PU presence in a cell.

0 5 10 15
0

0.2

0.4

0.6

0.8

1

Number of queries

P
riv

ac
y 

(I
nc

or
re

ct
ne

ss
)

 

 

Smart Adversary
Random Adversary

Fig. 3: Localization performance of a random adversary and a smart
adversary.

fact, the radar is between R′0 and R1. Since R′0 ≥ R0, EAOC
increases the value of IC, and hence, it offers an improved
location privacy. Finally, from Figure 6, we can observe that
the location privacy achieved by enlarging both EZ and AOC
boundaries is closely comparable to that achieved by enlarging
only the AOC (for reasons explained above). Clearly, the level
of obfuscation increases with ε, and hence, location privacy
improves accordingly

2) Random False Positives: Now, let us discuss the perfor-
mance of different type of false positives injected in the SAS
response. Figure 7 shows that adding false positives of the
type RTI significantly improves the location privacy. This is
because, with a RTI response, an adversarial SU outside the
AOC wrongly infers that there is a radar within distance R0

from its location, whereas, in fact, the radar is located at a
distance greater than R1. On the other hand, MRTI does not
offer improved location privacy. Finally, from Figure 9, we
can observe that RMA-based obfuscation offers an enhanced
privacy. RMA ensures that inferred-location of the radar lies
far from the actual location, which results in increased value of
IC. Thus, our results suggest that RTI-based and RMA-based
false positives are much more effective, compared to MRTI,
in obfuscating an incumbent’s location.

C. Trade-off between Location Privacy and Spectrum Utiliza-
tion

All the obfuscation techniques proposed in this paper aim
to deter an adversary’s ability to infer an incumbent radar’s
location by injecting false positives into SAS responses. Con-
sequently, SUs’ spectrum access opportunities are reduced,
resulting in lower spectrum utilization. There is an inherent
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Fig. 4: Privacy with EEZ
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Fig. 5: Privacy with EAOC
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Fig. 6: Privacy with EEZ-AOC
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Fig. 8: False positive : MRTI
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Fig. 9: False positive : RMA

trade-off between location privacy (or equivalently, degree of
obfuscation) and spectrum utilization efficiency. To investigate
the effect of obfuscation on the SUs’ spectrum utilization, we
first define a simple metric for quantifying spectrum utilization
efficiency called Area Sum Capacity (ASC). ASC is the sum of
the channel capacity values of the SUs within the governance
region of a SAS. A SU’s channel capacity is determined by
its transmission power, signal to interference and noise ratio
(SINR), and the probability of channel availability. Throughout
the simulations, we assume that a single incumbent radar
system coexists with multiple SU cells, where each cell
consists of a base station at the center and a secondary receiver
(SU-Rx) at the cell edge. Suppose that all SUs use the same



bandwidth W , then ASC is computed as

ASC = W

NT∑
i=1

qilog2(1 + SINRi), (4)

where NT represents the total number of SUs in the system,
qi = 1 − ζi

τi
denotes the channel availability probability for

the i-th SU, and SINRi = λPts

Ich
is the SINR at the SU-Rx

associated with the i-th SU. Here, λ is the scaling factor that
represents the free-space path loss (FSPL) between the SU
and the SU-Rx, Pts is SU-Rx’s transmission power, and Ich
is the aggregate interference power received by the SU-Rx.
The value of Ich is calculated as the PU-induced interference
at the SU-Rx location computed using FSPL. Table I lists the
parameters that were used to compute the ASC.

TABLE I: Parameters used to compute ASC

Radio frequency, f 3.55 GHz
Radar transmit power, Pr 60 dBW
SU-Rx transmit power, Pts 30 dBm
Cell radius, r 3 km
Blanking duration, ζ 1 second
Radar rotation period, τ 4 seconds
SU radiation pattern Omni-directional

Figure 10 shows the plots of normalized incorrectness
versus normalized ASC for three obfuscation techniques dis-
cussed in Section IV—viz., (i) EEZ-AOC, (ii) RMA and
(iii) RTI. Normalized values for incorrectness and ASC are
computed by scaling with maximum incorrectness and ASC
values. Maximum incorrectness is achieved when pij = 1

MN
for all the cells (adversary has no knowledge of PU’s loca-
tion), and ASC is maximized when SAS does not obfuscate
replies to SU. In the figure, the slope of each line indicates
the performance of the corresponding obfuscation technique.
That is, a line with a steeper negative slope represents an
obfuscation technique that makes a more favorable tradeoff
between obfuscation and spectrum utilization efficiency. In
other words, it is able to achieve a greater level of obfuscation
while incurring a comparable loss of utilization efficiency
(compared to other techniques).

Figure 10 indicates that RMA is the best performer among
the three, and RTI is the worst performer. RMA performs
the best because for any given level of required privacy, it
sacrifices the least amount of spectrum utilization which is
attributed to the fact that SU has to perform MA only for
a fraction of the radar rotation period and transmit without
restriction otherwise. On the other hand, RTI performs the
worst in terms of balancing this trade-off as SUs are forced to
SUs to completely stop their transmission, resulting in large
utilization losses.

VI. CONCLUSION

In this paper, we showed how an adversarial secondary user
can infer the location of an incumbent radar system using
a sequence of seemingly innocuous queries to a Spectrum
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Fig. 10: Incorrectness vs. ASC for three obfuscation techniques

Access System. We discussed the efficacy of a number of
obfuscation techniques for thwarting such database inference
attacks. Further, we discussed the inherent tradeoff between
the degree of obfuscation and spectrum utilization efficiency,
and showed that certain obfuscation techniques are able to
make a more advantageous tradeoff between the two compared
to other approaches.
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