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ABSTRACT 
Policy-based cognitive radios (CRs) contain policy conformance 
components that are responsible for assuring the conformance of 
the radio’s transmission behavior to current active set of policies. 
The policy enforcer (PE) takes the central role in ensuring 
regulatory system policies of a CR. Several proposed 
architectures for CRs and software defined radios (SDRs) deploy 
the radio components as part of a distributed system using 
middleware such as CORBA. In this paper, we perform an in-
depth analysis of the requirements of a PE in a distributed system 
implementation. To this end, we describe a cache-based PE as 
part of a distributed CR system using a policy reasoner (PR) and 
CORBA middleware. We present a novel approach to maintain 
cache coherency using meta-policies from the PR. We also study 
the trade-off relationship between performance and security in 
distributed policy-based CR systems. We focus on vulnerabilities 
in the transport mechanism and the problem of implicit 
authorization. We discuss methods for securing policy-based CR 
systems using secure inter-object communications along with 
policy conformance components. 

Categories and Subject Descriptors 
K.6.5 [MANAGEMENT OF COMPUTING AND 
INFORMATION SYSTEMS]: Security and Protection – 
Authentication, Insurance, Unauthorized access.  

General Terms 
Algorithms, Performance, Design. 

Keywords 
Security, Cognitive Radios, Policy enforcer, CORBA, Policy-
based radios, SDRs. 

1. INTRODUCTION 
Enforcing spectrum access policies in legacy radios is 

relatively simple since the policies are an inseparable part of the 
radio's firmware and platform. Unfortunately, the same cannot be 
said of software defined radios (SDRs) and cognitive radios (CRs). 
The reconfigurability of SDRs/CRs poses the possibility of an 

adversary making unauthorized changes to the policies of a 
policy-based radio [1] or the signal processing software of a SDR 
with the intent to change the radio's behavior. Each DARPA XG 
radio [2] is equipped with a set of policy conformance 
components (PCCs) [3], called the Policy Enforcer (PE) and the 
Policy Reasoner (PR). These are responsible for ensuring that the 
radio's behavior conforms to the currently active policies and does 
not cause harmful interference. 

DARPA’s XG [2] program uses the Software 
Communications Architecture (SCA) [4] as the model for SDR 
architectures. Distributed processing is a fundamental aspect of 
the SCA, and it uses the Common Object Resource Broker 
Architecture (CORBA) [5] to achieve its portability and platform 
independence goals. CORBA is a middleware that provides a 
layer of abstraction between the application and platform-specific 
elements. In the context of SCA-based radios, CORBA is 
primarily used for component location, inter-component 
communication, and logging [6]. Distributed systems have the 
advantage that components can be implemented on platforms 
ideal for them, and still work together with all other components. 
A distributed SDR system is ideal since SDRs can consist of 
multiple hardware components such as GPPs, DSPs and FPGAs, 
working together to provide functionality for the SDR. In such a 
scenario, it is obvious that securing the middleware is an 
important requirement for securing the radio, and for ensuring 
policy-compliant behavior. 

Previous research has focused on the performance and 
viability of CORBA within a real-time distributed system such as 
an SDR [6] [7]. Research has also focused on securing CORBA 
implementations [8] [9] and SDRs [10]. However, there has not 
been a focus on the performance effects of providing security to a 
distributed SDR system. Also, even when security specifications 
are provided for middleware security such as in the SCA security 
supplement [4], authors in [8] have shown that security 
vulnerabilities can exist depending on the implementation and 
ORB used. We identify potential security vulnerabilities when 
using CORBA for a distributed CR system and analyze the 
performance penalties of implementing countermeasures for these 
vulnerabilities. 

To experimentally evaluate performance penalties of 
incorporating security into the middleware, we have implemented 
a prototype distributed policy-based CR. The system consists of a 
simple System Strategy Reasoner (SSR), a cache-based PE, a PR 
and a transmission modem implemented as a distributed system 
using CORBA. This system utilizes BRESAP (Binary decision 
diagram-based REasoner for Spectrum Access Policies) [11], 
which is a peer-reviewed implementation of a PR. The 
implemented system employs GNURadio software [12] with a 
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USRP board [13] to generate the RF signals. We analyze the use 
of different transport and security mechanisms used in COTS 
CORBA Object Request Brokers (ORBs). The major 
contributions can be summarized as follows 

1. We identify potential vulnerabilities due to the use of 
CORBA in a distributed CR system and describe countermeasures 
for the same.  

2. We compare the performance of transport and security 
mechanisms of two COTS ORBs in providing these 
countermeasures. We analyze the performance penalty of 
providing security in a distributed CR system using an actual 
implementation. 

The organization of the paper is as follows. Section 2 describes 
technical background for CORBA and policy-based radios. 
Section 3 describes our system architecture, whereas Section 4 
describes implementation details. Section 5 describes security 
vulnerabilities in such a system, and section 6 describes counter 
measures for some of these vulnerabilities. Section 7 provides 
results and analysis of our experiment. Section 8 describes related 
work and Section 9 concludes the paper. 

2. TECHNICAL BACKGROUND 
2.1 Policy Based Radios 
One of the primary requirements from a radio for opportunistic 
spectrum access is enforcing behaviors consistent with applicable 
policies while using identified opportunities. This policy-based 
approach to radio operation involves decoupling of the policy 
definition, loading and enforcement from device specific 
implementations and optimizations.  

For standard policy-based radio architectures, the SSR controls 
the radio's transmissions by creating transmission requests. The 
PCCs monitor these requests and evaluate them against active 
policies before allowing transmissions. Such architectures satisfy 
the XG approach wherein the radio is policy-controlled. Some 
advantages of a policy-based architecture are (from [14]): 

 Radio behavior can quickly adapt to changing situations 
since policies can be dynamically loaded. 

 Since policies are platform-independent, they can be loaded 
on different types of radios.  

 Certification efforts are reduced since only the radio 
components that process policies need to be accredited to 
ensure policy conformant behavior. 

 The policy-based approach is extensible with respect to the 
kinds of policies that can be expressed. 

2.2 CORBA Security 
CORBA provides a vendor independent, platform-neutral 
structure that allows applications to communicate with each other 
in a distributed environment [5]. As distributed systems are 
increasingly used for critical applications, security issues for 
CORBA have to be addressed. The CORBA specification [5] 
defines the CORBA Security Attribute Service (SAS) protocol 
and its use within the CSIv2 (Common Secure Interoperability 
Protocol Version 2) architecture. This protocol addresses the 
requirements of CORBA security for interoperable authentication, 
delegation, and privileges. The SAS protocol may be applied to 
overcome corresponding deficiencies in an underlying transport. 

3. SYSTEM ARCHITECTURE  
We use the architecture shown in Figure 1, which is based on the 
architectures of [3] and [1]. We implement the PCCs (PR and PE) 
as separate modules, which allows us to implement them on 
platforms and programming languages ideal for them. This 
approach also allows for the PE to be easily made tamper resistant, 
which is necessary since it is a specialized block responsible for 
enforcing policies. The components are described in detail below: 

3.1 System Strategy Reasoner 
The SSR determines the system's strategy for opportunistic 
spectrum sharing under regulatory and system policy constraints, 
and sends these as transmission requests to the transmission 
hardware. A transmission request is a set of parameters the SSR 
has decided to transmit at. The SSR is aware of system specific 
optimizations and trade-offs and has control over the radio 
platform [1]. 

3.2 Policy Reasoner 
The PR works as the local policy decision unit for every CR node 
[3]. The PR obtains the current policies and updates from a Policy 
Manager or over the network. The PR receives transmission 
requests from the SSR through the PE. The PR evaluates the 
request against the current list of active policies. It is permitted 
only if requirements of all currently active policies are fully met. 
Once a decision is reached, the PR notifies the PE. 

3.3 Policy Enforcer 
The PE filters transmission requests sent to the transmission 
modem by the SSR to ensure that transmission commands sent to 
the modem conform to the set of currently active policies. The PE 
has complete control over the transmission modem and can block 
transmissions if needed. The PE continuously evaluates the 
current state and channels that the SSR is using, and ensures 
transmissions fully satisfy policy requirements. It does this by 
communicating with the PR. 

 

 

Figure 1. Our policy-based radio architecture. 



3.4 Sensors 
A sensor provides information to the SSR about the spectral 
environment at a given location and time, such as available 
channels. 

3.5 Transmission Modem 
The transmission modem is the component that is responsible for 
interpreting the transmission signals from the SSR (or PE) and 
actually transmitting using those characteristics. 

3.6 Policy Manager 
The policy manager (PM) stores policies authored by the 
regulators and maintains the database of policies. The PM acts as 
the gateway to on-node policy components for the regulators. The 
PM is responsible for activating the right set of policies in the PR 
for changes in radio functionality requested by the regulator, or 
on policy updates. 

4. IMPLEMENTATION DETAILS 
We have developed a distributed CR system based on the system 
architecture described in Section 3. Figure 2 shows a high-level 
view of our implemented system. 

We use the BRESAP PR and a dummy SSR was implemented to 
make random transmission requests one after the other after 
random wait times. The PE is connected to a transmission modem 
which utilizes GNURadio [12] and an attached USRP board [13] 
for generating RF signals. We used COTS ORBs to connect the 
components for our architecture. Any component that is 
implemented using the interfaces we have defined using CORBA 
Interface Definition Language (IDL) for this system can replace 
the components we have used. Our implementation can be 
regarded as a basic policy-based radio that could be used as the 
basis for a more advanced cognitive radio system. 

The BRESAP PR was implemented in Java whereas our PE and 
SSR were implemented in C++. For connecting the PE and the PR, 
we used the Java IDL ORB [15]. Between the PE and the SSR, 
we used MICO (version 2.3.13) [16] and omniORB (version 
4.1.4) [17] ORBs. We thus use multiple ORBs for our system. 
There can be technical reasons for the use of multiple ORBs in an 
actual SDR, e.g. advanced support for a programming language or 
platform in one ORB as compared to the other. For a SDR that 
can contain GPPs, DSPs and FPGAs in a single system, use of 
multiple ORBs is common. The use of multiple ORBS can also be 
for security reasons as described in the SCA security supplement 
[4]. Some components could be a part of the BLACK side or in a 
separate tamper resistant kernel, and use a different ORB than the 
one used between components in the RED side. We concentrated 
on changing the security properties and transport mechanisms 
only for ORB-2. 

5. SECURITY VULNERABILITIES IN 
COGNITIVE RADIO COMPONENTS 
In this section, we highlight potential vulnerabilities in a 
distributed CR system using CORBA, based on our 
implementation. Some of these vulnerabilities are highlighted in 
the SCA specification and guidelines have been provided to 
counter them. However, these guidelines may not always be 
followed in SCA non-compliant implementations. Even after 

following guidelines, there can be vulnerabilities in certain 
implementations which we discuss in this. 

 

 

Figure 2. High level view of our implementation. 

 

5.1 Bootstrapping 

5.1.1 Vulnerability 
In our implementation, we assume that the objects are 

connected to each other. However, how the objects were initially 
connected was not discussed. The problem of how the client 
obtains the first object reference of the server is called the 
bootstrapping problem [18] which exists in all distributed systems. 
In distributed systems using CORBA, interoperable object 
references (IORs) are usually used to provide server side 
information to the client side. The problem is how to provide this 
IOR to the client object when it is started for the first time at 
system startup. 

This problem is usually solved by providing the IOR outside of 
the CORBA framework using file-based URLs, object URLs or 
command line arguments [18]. If a CORBA naming service [5] is 
used, the client only needs the reference to the naming service 
which may be provided using any of the above methods. It can get 
the reference to the object it wants to connect. It however has to 
be ensured that the reference to the correct naming service is 
provided, and that the communication medium as well as the 
naming service is not compromised. 

5.1.2 Effect on CR Security 
The bootstrapping process has to be especially secure in a SDR 
since all the security systems may not be fully active at this time. 
If an attacker can target the bootstrapping process, and modify the 
initial connections such that the objects bind to a rogue naming 
service instead of the original one, the attacker can force the SDR 
objects to connect to malicious objects. This can lead to Denial of 
Service (DoS) attacks or bypass certain security measures by not 
letting security objects connect to the distributed system. 

5.2 Inter-object Communication 

5.2.1 Vulnerability 
Apart from function call messages between objects, there will be 
connection setup, access control and security messages (if any) in 
a distributed system. The transport mechanism of the middleware 
used thus has to be made secure from eavesdropping and/or data 
manipulation attacks. A secure distributed system thus needs to 
provide authentication, integrity and confidentiality for its 
transport mechanism. Integrity and confidentiality for the 
transport mechanism are required by both the CORBA security 
specification [5] and the SCA security supplement [4]. By default,  



most COTS ORBS use IIOP as the transport mechanism. IIOP is 
also the preferred mechanism when multiple ORBS communicate 
with each other. IIOP does not provide any security in terms of 
integrity and confidentiality since the data is passed over TCP 
without encryption. The SCA security supplement identifies that 
the data being transferred has to be secured, and delegates the 
responsibility of securing inter-object communication to the 
Domain Manager and the Application Factory. However, no 
specific guidelines are given and it is assumed the middleware 
will provide some form of security in this. 

5.2.2 Effect on CR Security 
In CR architectures (such as ours) different types of critical 
control messages are exchanged between the various components. 
It has to be ensured that these messages are not modified, 
repeated or lost by the transport mechanism due to any attack on 
the system. If the transport mechanism is vulnerable, an attacker 
can modify it to make the system act maliciously. An example 
would be the attacker modifying the response messages from the 
PR and the PE, so that it would appear that the transmission 
request was always approved. The PE would then allow all 
requests from the SSR to reach the modem and this may cause 
interference to incumbent systems in an opportunistic spectrum 
access scenario. The SSR can transmit at a higher transmission 
power or at a frequency it should not transmit at, leading to 
interference and DoS for other nodes in the network. If this 
vulnerability is exploited, the system is no longer policy-
conformant. 

5.3 Authentication and Access Control 

5.3.1 Vulnerability 
A distributed system allows for location transparency and allows 
objects across platforms (or/and networks) to have access to each 
other. Authors in [19] note that there are scenarios in which 
objects should not be able to talk to each other. No protocol exists 
intrinsically within CORBA or SCA to provide authentication or 
enforce the concept of privileged access [19]. Authentication is 
the process of verifying a claimant's claimed identity.  
Authentication is critical since the authentication process 
bootstraps the entire security system and all other components 
rely on the privileges verified during the authentication process 
[9]. Access control requires restricting access to resources to 
prevent their unauthorized use. The problem of unrestricted 
access is also noted in the security supplement to the SCA [4]; 
expressing concern that the use of CORBA middleware creates a 
security concern in that information flow between objects could 
become unrestricted. As noted by the authors in [9], access 
control will only be as strong as the authentication, security 
context establishment and message protection functions for most 
access control systems. 

Most middleware developers using CORBA or real-time CORBA 
utilize CORBA object references as an authorization token. This 
practice is described by the authors in [8] as implicit authorization, 
defined as "Implicit authorization means that handing over an 
object reference to a client object does not only provide the 
necessary addressing and context information but also authorizes 
the client entity to access the respective object". The problem 
with such implicit authorization is highlighted by the authors in 
[8] and they describe two attacks which can take place due to the 
use of implicit authorization. These are: 

 

 Attack 1: An attacker may obtain CORBA object reference 
illegally. This can be done by either eavesdropping on the 
communication medium, or through some conspiring third 
party. 

 Attack 2: An attacker may fabricate CORBA object 
references. Authors in [8] describe the possibility of creating 
IORs for an ORB by knowing the object addresses used, the 
IDL specification and the general structure of IORs that the 
ORB generates. 

 

The aim of attacks on a system using implicit authorization is to 
illegitimately invoke an operation on an object. This invocation 
may affect the confidentiality of information in the object, or 
change its state and thus affect the integrity of the system. Note 
that use of encryption (such as SSL) in the communications link 
may not protect against such attacks since most CORBA server 
objects do not verify if the client is actually authorized to 
establish the connection, and do not authenticate the client [8]. It 
is also noted that once an attacker has one IOR, all other objects 
using the same CORBA Portable Object Adapter (POA) may be 
prone to illegal access. This is due to the fact that an object key is 
used in the IOR, and these keys usually differ only in the value of 
the object counter for two objects of a particular POA [8]. Thus, 
an attacker can illegitimately access more than one object of the 
system after getting a single reference. 

SCA prescribes access control by only allowing objects within the 
Domain Manager process space to use the resolve() and list() 
functions to restrict access to object references outside the 
Domain Manager process space [SCA]. However, once an object 
has the reference, there are no further authentication checks when 
a method is invoked using this reference. The SCA thus relies on 
implicit authorization. Authors in [19] note that apart from 
needing the IOR, the attacker would also need to have knowledge 
of the IDL to invoke operations, since an SCA compliant 
implementation uses minimum CORBA [5]. Minimum CORBA 
does not have support for Dynamic Invocation Interface, so the 
attacker would need to know the IDL to invoke a method. This 
does make an attack on SCA exploiting the implicit authorization 
much harder, but it is still possible. For a system not compliant to 
the SCA and using implicit authorization, this vulnerability is 
much easier to exploit. 

5.3.2 Effect on CR Security 
Access control is an important requirement in all systems, 
especially CR systems. It has to be ensured that certain 
operations are only invoked by objects authorized to 
invoke them. Let us assume that the access control is not 
properly implemented, and a rogue SSR can get access to 
the transmission modem which it should not have access to. 
The rogue SSR can then invoke methods on the modem 
and cause it to transmit and cause interference. Also, a 
rogue object can make another legitimate object 
unavailable by bombarding it with requests, causing a 
denial of service to other legitimate objects of the system. 
The next section discusses countermeasures for the 
vulnerabilities described in this section. 



6. SECURING THE CURRENT 
IMPLEMENTATION 
Since CORBA security is a specification, and ORB vendors are 
free to implement security mechanisms, it is difficult to provide a 
precise estimation of security vulnerabilities for all ORBs. We 
provide countermeasures to the vulnerabilities with the aim to 
describe how these vulnerabilities can be countered (or may have 
been countered in some ORBs). It is however true that the 
countermeasures will have an effect on the performance of the 
ORB. This is the focus of our experimental evaluation, the results 
of which we discuss in the next section. In this section, we 
describe the countermeasures and how we implemented them for 
our system. 

6.1 Securing the Bootstrapping Process 

6.1.1 Countermeasure 
The SCA provides guidelines for securing the radio 
bootstrap process and it uses a CORBA naming service. 
For a non SCA-compliant system, it has to be ensured that 
the bootstrapping process is secure. Most distributed 
systems have many objects connecting with the network 
and disconnecting at the same time. It is therefore 
beneficial to use the naming service to provide information 
to an object about other available objects. Objects register 
with the naming service once they have been initialized. A 
client object only needs to have the reference to the naming 
service, and it can then lookup the reference for the server 
object. If we can ensure that there is a reliable and valid 
naming service being used, and the reference to it is 
available to all objects before they start, we can prevent 
most security problems during bootstrapping. We also need 
to ensure that the communication to the naming service is 
secure. 

6.1.2 Implementation 
In our implementation, we use a CORBA naming service 
implementation provided by MICO to help the objects find 
initial references to each other. The reference to the naming 
service is hardcoded into the objects and cannot be changed. 
This reference includes the address and the port at which 
the naming service is running, and is passed as an 
ORBInitRef argument in MICO and omniORB. The 
naming service is started before the system is started. Once 
an object is started, it binds itself with the naming service. 
It can be found out by the object wishing to contact it using 
the object name. To ensure that the correct naming service 
is in use and that a rogue object cannot masquerade as 
another, we require that the objects connect to the naming 
service over SSL and use the GSSUP authentication 
(described in Subsection 4.3). 

6.2 Securing the Bootstrapping Process 

6.2.1 Countermeasure 
Most CORBA ORBs provide the option to change the transport 
mechanism being used for inter-object communication [15] [16] 
[17]. This can be done for improving security as well as 

performance. By default, most CORBA implementations use IIOP 
transport. It is known that the transport layer used by the ORB is a 
major cause of runtime performance degradation. As described by 
the authors in [19], most ORB vendors offer various optimizations 
for common transport mechanisms and scenarios. Common 
optimizations involve skipping the marshaling/de-marshaling step 
for objects within the same address space, and the use of pre-
connecting or binding objects. Apart from optimizations for 
performance, there are other optimizations and modifications used 
for improving security in some ORBs (e.g. [20]). But since such 
optimizations are outside the standard and thus reduce portability, 
they may not be possible in strictly-SCA complaint systems. We 
do not analyze the use of any real-time CORBA implementation, 
since real-time CORBA heavily depends on the operating system 
properties to provide timeliness of ORB calls [19], and thus 
cannot be considered a portable implementation. 

We aim to provide security to our implementation using 
standardized transport and security protocols. We use SSL based 
solutions (provided by many COTS ORBs) over IIOP for 
improving security, whereas we use UDP and UNIX domain 
sockets to improve runtime performance. The use of UDP was 
intended for increasing performance; however UNIX domain 
sockets also provide a number of security benefits [21]. UNIX 
domain sockets provide confidentiality, integrity as well as 
authentication. 

For providing transport layer security in CORBA, SSL is widely 
used. SSL resides above the TCP layer and below the IIOP layer, 
and thus from a CORBA perspective, SSL is just another 
transport layer below IIOP [5]. SSL provides integrity, 
confidentiality and authentication features over TCP. Typically, 
most CORBA implementations primarily use SSL for 
confidentiality and integrity, since the authentication feature 
requires SSL certificates which may not be available with every 
client. SSL can thus be used to provide confidentiality and 
integrity to the transport mechanism, and secure it from 
vulnerabilities described in Subsection 5.2. 

6.2.2 Implementation 
Both omniORB and MICO provide the option to use pluggable 
transport mechanisms. We varied the transport mechanisms and 
security options to measure the effect on performance. We 
changed the TCP transport to either UDP or UNIX domain 
sockets. For providing security, we used SSL-IIOP for both ORBs. 
We used SSL for only providing confidentiality and integrity as 
explained above, and did not use the client certificates for 
authentication. We did this since we believe a CR may be 
implemented on systems wherein all client objects will not have 
certificates [5]. 

6.3 Securing Authentication and Access 
Control 

6.3.1 Countermeasure 
As discussed in Subsection 5.3, access control relies on 
authentication. One of the specifications in the SAS protocol is 
the Username Password GSS Mechanism (GSSUP). GSSUP is a 
Generic Security Service API (GSSAPI) mechanism to support 
the delivery of authentication secrets above a transport 
mechanism such that they may be applied by a target security 
system to authenticate clients at shared secret authentication 
systems [5]. This is achieved using a username/password 



combination that has to be passed from the client to the server. 
The client can connect to the server object without these 
credentials using an IOR, but will not be able to invoke any 
methods. This is an explicit authentication mechanism that 
combats the implicit authorization problem described in 
Subsection 5.3. Further security can be provided by the use of 
CSIv2 attributes as described in [9]. These protocols can provide 
authentication as well as privilege information over the transport 
mechanism for fine-grained access control. We use the simple 
GSSUP since it is robust enough for our implementation. 

6.3.2 Implementation 
We used the GSSUP authentication mechanism available in 
MICO. MICO provides CSIv2 level 0 implementation. We tested 
for two scenarios, GSSUP over TCP and GSSUP over SSL. For 
GSSUP, the SSR had to provide a username and a password while 
connecting to the PE for authentication. Even if a rogue object 
manages to illegitimately connect to the PE by obtaining its IOR, 
it will not be able to invoke any method on the PE since it does 
not have the required credentials. 

7. RESULTS AND ANALYSIS 
We have experimentally evaluated several transport mechanisms 
and countermeasures described in Section 6. Our experiments 
provide quantitative data regarding the degradation in 
performance that may result due to the use of different security 
and transport mechanisms in the middleware. We used a single 
computer to test our system so that we can test UNIX domain 
sockets and also avoid network uncertainties in our measurements, 
thus all objects were on a single node. We used a system with an 
Intel Duo Processor (2.53 GHz) and 6 GB of RAM running 
Ubuntu 10.4 (64-bit). The results were obtained for at least 10000 
requests generated by the SSR for every case. 

7.1 Use of Different Transport Mechanisms 
As explained in Subsection 4, we only change the transport layer 
for the ORB between the PE and the SSR. IIOP is always used 
between the PR and PE. The results for the various transport 
mechanisms are shown in Figure 3, and analyzed below. 

 

 TCP: As can be seen in Figure 3, MICO demonstrates 
slightly faster performance for TCP than omniORB. This 
could be explained by the fact that even for a loopback 
interface, the TCP performance depends on the TCP 
implementation in use. MICO and omniORB use different 
TCP implementations.  

 UDP: Another anomaly is the case of UDP against TCP for 
MICO. UDP would have been faster than TCP in the normal 
scenario, had there been a 3-way handshake [22] for every 
request made by the SSR to the PE. However, for most 
COTS ORBs, the 3-way handshake is performed only once- 
before the first function call. The socket is then open until 
one of the objects disconnects from the other. Another 
source of performance delay could be due to measures taken 
by MICO ORB to provide reliability over UDP. The authors 
of MICO [MICO] recommend using UDP only on networks 
where dropped, duplicated and unordered requests are not 
likely. The performance also depends on the UDP 
implementation being used. However, since most CORBA 
implementations use a form of "persistent" IIOP connection, 

GIOP over UDP should be used only when it can provide 
clear advantages over IIOP. 

 UNIX domain sockets: UNIX domain sockets provide better 
performance than TCP/UDP when objects are located in the 
same process space. Since this is rarely the case for a 
distributed system, UNIX domain sockets cannot be used as 
a universal solution. However, as described in Subsection 
6.2, the security benefits of UNIX domain sockets make 
them ideal for objects in the same process space. 

 

 
Figure 3. Results of using different transport and security 

mechanisms. 

 

7.2 Use of Secure Transport Mechanisms 
We test the performance of SSL-IIOP for both MICO and 
omniORB. For the same ORB, it can be seen from Figure 3 that 
SSL is slightly slower than TCP. It has been noted that apart from 
the connection setup delay due to the extended SSL handshake, 
SSL performance is usually close to TCP. Since the connection 
setup for SSL occurs only once during the startup similar to the 
connection setup for TCP as described in Subsection 7.2, SSL 
performance is close to the TCP performance. The loss in 
performance over TCP could be attributed to the increase in 
packet size (see Table 1) on using SSL, as well as the extra 
processing at the endpoints for encryption and decryption [23]. 
Since both MICO and omniORB use openSSL [23], the poor 
performance of omniORB SSL as compared to MICO SSL can be 
attributed to its underlying TCP implementation as described in 
Subsection 7.2. 

 

Table 1. Packet sizes for different transports 

Transport Packet size (Bytes) 

TCP-MICO 142 

TCP-omniORB 144 

SSL-MICO 202 

SSL-omniORB 212 

GSSUP-MICO 194 

GSSUP-SSL-MICO 251 

 



7.3 Use of Object Authentication and Secure 
Transport 
As can be seen in Figure 3, the use of GSSUP degrades 
performance for both the TCP and SSL cases. GSSUP forces the 
server to authenticate the client for every function call based on 
the username/password combination passed on as part of the SAS 
section in the GIOP packets. As can be seen from Table 1, the 
passing of authentication details for GSSUP also increases the 
size of the packets, thus increasing the transmission delay 

7.4 Trade-offs between Security and 
Performance 
There is always a trade-off between making the security 
architecture unobtrusive and providing effective security 
enforcement for a middleware [9]. ORB vendors try to balance 
this in their ORB implementations. The application developer has 
to identify which features to use from the many security 
mechanisms provided by an ORB. For real-time system such as a 
CR, the application developer has to make calculated assumptions 
about the security levels required, and provide certain 
countermeasures if the ORB does not provide enough security 
against a particular vulnerability. It can thus be seen that securing 
a distributed CR system does not have a universal solution, 
particularly since different ORBs provide different security 
features and multiple ORBs may be used. 

Any approach to counter the bootstrapping problem hardly has an 
effect on runtime performance of the system since the 
bootstrapping once performed does not repeat until the system is 
restarted. For our implementation, there will be a slight delay due 
to the use of SSL and GSSUP for connecting to the CORBA 
naming service at startup. But it does not affect normal system 
operation. Countermeasures for the other vulnerabilities of inter-
object communications and access control and authorization 
however do affect performance. 

For securing communications, we could either depend on the 
inherent properties of UNIX domain sockets, or use SSL-IIOP. 
The use of UNIX domain sockets is only ideal in cases where all 
objects share the same address space. However, for typical 
distributed systems, SSL-IIOP is the solution used. We observe 
that SSL does degrade performance slightly, but it provides 
confidentiality and integrity. SSL or a lightweight version of SSL 
should therefore be used in a distributed CR system. 

For access control and authentication, the use of GSSUP 
demonstrated a greater performance loss. It can be seen that the 
system using GSSUP and SSL is the most secure in terms of 
middleware transport security as it provides confidentiality, 
integrity as well as authentication. However, the performance loss 
is not minor and cannot be ignored. 

 It is seen from our results that the security of a distributed CR 
system depends on various factors and that security solutions 
contribute to performance degradation. However, the magnitude 
of performance degradation can be reduced by the use of a 
cleverly selected combination of solutions. The application 
developer has to understand these trade-offs, as different 
combinations of transport and security mechanisms show a large 
variance in performance. 

8. RELATED WORK 
The DARPA XG program [2] aims to develop the enabling 
technologies and system concepts for dynamically redistributing 
allocated spectrum and using novel waveforms. F. Perich [3] 
describes the design and implementation of a policy-based 
spectrum access control framework. Wilkins et al. [14] describe a 
PR based on the Cognitive Radio (Policy) Language (CoRAL). 
Denker et al. [1] describe the advantages of policy based approach 
and policies based on CoRAL. Moskal et al. [24] describe the 
interfacing of a PR with traditional SDR architecture and have 
designed an API for connecting a PR to a SDR. Bahrak et al. [11] 
describe the design and implementation of a PR called BRESAP 
(Binary decision diagram-based REasoner for Spectrum Access 
Policies) that utilizes Multi Terminal Binary Decision Diagrams 
(MTBDDs) to carry out policy reasoning. Rondeau et al. [25] 
describe the design and implementation of a cognitive engine. 
The SCA specification [8] defines the requirements for the 
architecture to be used for SDRs, including security requirements. 

Use of CORBA for SDRs has been examined in [7], [8], and [26]. 
Balister et al. [8] analyze the performance of an SDR using 
CORBA and conclude that the use of CORBA is compatible with 
overall performance needs of an SDR. Casalino et al. [7] describe 
the implementation of CORBA with customized transport for use 
with FPGAs in an SDR. Tsou et al. [26] observe the latency issues 
of the transport used with CORBA. Denkovski [27] and Baldini 
[28] show recent works on securing policy controlled CRs. 

Security issues and a complete description of the CORBA 
security services is provided by authors in [9]. Becker et al. [8] 
describe vulnerabilities due to the use of implicit authorization 
and compare several COTS CORBA ORBS. 

9. CONCLUSION 
We showed using experimental results that transport and security 
mechanisms of the middleware have a noticeable impact on the 
performance of a distributed system using that middleware. It is 
seen that securing the transport mechanism can add to the 
performance penalty of using CORBA. However, it can be 
concluded that proper choices during implementation can negate 
most of the performance penalties associated with securing 
CORBA. Our work demonstrates that a completely secure 
distributed CR system requires not only robust policy enforcing 
mechanisms, but also proper security measures for the 
middleware. We have evinced that although the use of security 
practices like implicit authorization is common in distributed 
systems applications, precautions have to be taken when porting 
such practices to the SDR domain. 
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